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1. Introduction/ /23 (MQTT V3.1)

AHIEREIT = T4

© rA R E S AT B
© BAEIR USRI R
© BRI 5 AR KR e e

Bff S3 AR A6 T Ay (i A LA RCAF  (topic wildcard) 1915 S
1.1 v3.05v3.11—LLa5(k,
PLFEMQTT V3FIMQTT V3.1 [l A28 1L -

* P4 MR AEAEN CONNECT "4 B — I 4 H

* T AR, “"CONNACK™EL B 5E ST B [m] Al

*  RIMIEPUBLIC"="SUBSCRIBE"[ fir & ANo= il HI % i, R iZ2 i & AR AT 72 liMQT T i A2
* MQTTIEZFFSEREMUTF-8FAFEE, A ZUIUZUS-ASCII subset.

“CONNECT &4l t WSS I R AL , 59A00°3", BUAHIMQTT V3H ST e SL BN RERS fe 2 ok B % 7 i
FERE, SCRASRIETT, M TR & T HT Remaining Length” 7B, FURZME T #IMNA L4252
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2. Message format/ 5 2%, (MQTT
V3.1)

FEAMQTTar S TH B AT B & — D EIE R L . — 2 B R — A A2 A4 L A0—1~payload..
N IR 2K A

2.1
2.2
2.3
2.4
2.5

2.6

2.1 Fixed header/[#]Efiz2k (MQTT
V3.1)

FAMQTTaT S THE TR E B S — M EENM L. FRER T FEUERYR AR

bit 7 ] 6 [ 5 Bl 3 2 l 1 0
byte 1 Message Type DUP flag QoS level RETAIN
byte 2 [ Remaining Length J
Byte 1
AL THIE R IHIFLAGS( (DUP, QoSZijl], RETAIN) “FEt
Byte 2

(D451 UERRRKET B

IR B AR DU A . AR AR iEbigi-endian (k) order: S AR FE T Z B — 1
160 Foe R AR (MSB) , HikEmILARU: (LSB)
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ISESI

SO

fi'#: byte 1, bits 7-4

TERFSAMAE, X R MAEI TR PR

Mnemonic |Enumeration Description
Reserved 0 Reserved
CONNECT 1 Client request to connect to Server
CONNACK 2 Connect Acknowledgment
PUBLISH 3 Publish message
PUBACK - Publish Acknowledgment
PUBREC B Publish Received (assured delivery part 1)
PUBREL 6 Publish Release (assured delivery part 2)
PUBCOMP 7 Publish Complete (assured delivery part 3)
SUBSCRIBE 8 Client Subscribe request
SUBACK 9 Subscribe Acknowledgment
UNSUBSCRIBE 10 Client Unsubscribe request
UNSUBACK 11 Unsubscribe Acknowledgment
PINGREQ 12 PING Request
PINGRESP 13 PING Response
DISCONNECT 14 Client is Disconnecting
Reserved 15 Reserved

(0> 1->F P umif s REREIR IS4y, 2->HEEMIA; 3->KMIHE; 4> KMk, 5-> &MUk
(HHIEMSSAT S 1E89) 5 6-> MUk T CARIEACATE29Y) 5 7-> KA 5EEE CHRIER A 2E3H
1) 5 8->HE T FIER,; O->1T RN 10->% M uiEITiER; 11->iBiT 5L ; 12->pingigsk; 13-
>pingfli; 14->% P, 15->0RF; )

FLAGS

TN A =4243719DUP, QoSMRETAINF B, bitf & R~
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Bit position | Name Description
3 DUP Duplicate delivery
2-1 QoS Quality of Service
0 RETAIN | RETAIN flag

DUP

% : byte 1, bit4

XAFRIHE—NES, YclientslFserver > [ &

/&"PUBLISH"”. “PUBREL". “SUBSCRIBE”. “UNSUBSCRIBE"J4 /5 HT, iXi&H T15 EAQoSEH kT2
(0) , FHHIHEEMINELT S EIDUPHL, A28 LAl E— N EID,

R A EN — P 5E7s TH B LA AR SRR BT 2 AR . B ROZ A T AR E A .

QoS

& : byte 1, bits 2-1;

WARIRTE7R K& B B S A it . QoSN TR FR :

QoS value | bit 2 | bit 1| Description

0 0 0 At most once | Fire and Forget <=1
1 0 1 At least once | Acknowledged delivery | >=1
2 1 0 Exactly once | Assured delivery =1
3 1 1 Reserved

RETAIN

fIE: bytel, bit0

XAPR A TYPUBLISH IHE . 1% i &% —NPUBLISHIH 2 2 IR 55 a4 , WNSRARBEPRRALE (1)
EEISY wrs RN IR & VAT AN PRSI ST

BT BF T BRI, A e O B A SR SN A A B i RETAINFR IR L
WRBAREHE, WAKE.
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AT R AE R ERN AR AR, BR80T b 7 RIS 2 i i 2 A 5 .

MR S5 88 K 1R 25 % P i—NPUBLISH, & BG4 FPUBLISHE. & 4245}, Retainkril AN iz B S, 20
$ U AGPUBLISHI Retainbr il o 210, FiFEs P i X o IREE DI i 2, IEAE IR IIHE, DA
e BRI O TE I o

(R BT BN 12 AE IR 55 f B S 8 Bl e S 3% A B R ko

555 nl AR TR TR, ISR I 2K 0 0slcE R B AR U B R — R
Remaining Length

f7'E: byte 2

FN UETHTH SRR T8, ARREEEAE rT 2 LA B -

AP AR AR AL T SORH T RFETIOIEE, 2 R1271F T K. BRKAHELAE T, A FA7 S
TR A AR, FI5E\ALRRAE FHNEAE. BT RS 128 MEF— M. i, %764
BRI AT 64, NI 0x 40/

3211 (=65+2%128) HRl K WA 705 I A B WD PR M1

BN 1765+128=193. 7 BIF B R R LR M B PO H AP B ATIATR2,

PR BRI B 22 DU 20R, X AVRR R AR T 51 51268435455 (256M) -

XEFFoR: [HHO0XFF, OxFF, OxFF, Ox7F.

NREIR 7RI TR AR AR K

Digits From To
1 |0 (0x00) 127 (0x7F)
2 |128(0x80, 0x01) 16 383 (OXFF, 0x7F)

3 16 384 (0x80, 0x80, 0x01) 2 097 151 (OxFF, OxFF, Ox7F)
= 2 097 152 (0x80, 0x80, 0x80, 0x01) | 268 435 455 (0xFF, OxFF, OxFF, 0x7F)

RIS AR D R R OOT AT

do
digit = X MOD 128
X = X DIV 128
// 1f there are more digits to encode, set the top bit of this digit
if (X > 0)
digit = digit OR 0x80
endif
'"'"output'' digit
while ( X> 0 )

MODEHRGEEE (% in C) , DIVEEEA%: (/inC) , OREZfAak (| inC) o FAKEFBRmE
e IR
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multiplier = 1

value = 0

do
digit = ''next digit from stream''
value += (digit AND 127) * multiplier
multiplier *= 128

while ((digit AND 128) != 0)

ANDZ#AERF (& in C)
IXFPETRZARRTS, valuetd & AT AL ORI A K.

R A SE AL A AT ALK — 00 T BUH T aMR R AR K, AR TRIRIEE. AR R
FAREERSL, AR AR — 7.

2.2 variable header/ "] 22 A4l =k
(MQTT V3.1)

MQTT i 214 I H L Le KR i 0 4% —variable header#Hi . ‘& {2 Tfixed headerfilpayload= [
Remaining Length Bt Al 25K & A~ /& variable headerf)—#54> . Remaining Length Bl 71 A 2
Remaining Length{E Y7 5114, B9{H X% Evariable headerfliplayload. 5 217 /24 % Fixed
header.

Variable headerf#&=UFE FHIFOFE T HEAE, SATL4U0F H I Eheader E .

IS

XL A TR AT AL L —-MQTT CONNECTIH /2. % FBUEUTF8SRML Y 747 it , AR W 445K
MQlsdp, K5 /KR,

PR BURAAR 7] AL SL I CONNECT I 2o

TBUR — MBALTCRTSE, 1A b 25 s B 68 T AT B sl BT R A, S RTRCA R B3 (0x03) , 4
e

bit 4 3
Protocol Version
0 0
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Connect flags (GZE#EdrE)

The Clean session, Will, Will QoS i1 Retain flags 7 1] 2% 3L {JCONNECT 4 & B 2 A7 AE Y o

Clean session flag

Position: bit 1 of the Connect flags bytes (ZE#ebra s 555 1147)

WRARE (0) , ABAMMSS &Mk % P m AT S BT . X ALE AR A7 A% 1T B £ QoS 1H1QoS21H
B, DMENE BRI B TR . IRFFar IR IR (L 2 K delivered in-flightif EHPIRAS .
IS SRS, BB P o B4

WREE (1), 2RSS BRI FATAT AR & P w4 0 5 BRI E AR clean”. 47 F g 1%
B, RSB I E 75— IR A o

HEE T, — %P — M N alcE HAE O T, IFEASSE . s e T
application. —>clean 2 iE 1 & i A I EE I IOE B, BRGERERN E A EIT . —1>
non-clean<= 1% i 2 P AN 2 45 AT QoS 18 EH QOS2 B ., U B L LN S LT A Tk & A
HEHTQ0S O S Bl Ak o

XMARELART#F O Clean start”, EUAMEM 4, BEM TR, AMUURIIRERZ.

IR P AOEA S EHTEERT, — RS AT LA R P S R BR A6 (R S B AL

User Name Password will will will Clean
Flag Flag Retain QoS Flag Session | Reserved
X X X x | x X X

T4 TR PR R IXAD FATRIOM A o B AR AR

Will flag

Position: bit 2 of the Connect flags byte (GZE#ebra 7 51K EE217)

Will messageie S T 24 iR 5545 5 % F il A5 1B 2 I/ O 1R B 58 7 Ui A A8 — /e I TRl R P AR e et , &5
KA "message. 5555 M5 5 eI 2 DISCONNECT I AT, S il & IR 55 2% & 26— 45 Wil
message.

W R EWIl flag, Will QoSHIWIll Retain s B/l /7 4£ T-Connect flags# 17, Will TopicHIWill message
TR ifrpayload B

Will flagri g = an ~ s
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bit 7 6 5 4|3 2 1 0
User Name Password will Wwill Wwill Clean
Flag Flag Retain QoS Flag Session Reserved
X X X x | x X X
AE 24 BT AR B XA AT O AN FH o B Al e il AR B

Will QoS

Position: bits 4 and 3 of the Connect flags byte. GZE#ibREF T4 M3, )

%/[

message# i£ X FECONNECT messagellpayloadH.
Will QoS field for a Will message that is sent in the event that the client is disconnected involuntarily.
The Will message is defined in the payload of a CONNECT message.)

I EWIll flag, Will QoS- Brg il 11, 5 Wl Atk FY (BN 1% 2200 o

— NGRS AR W — D Will messagerE LAEWIll QoS B IQoSZ ! . Will

(A connecting client specifies the QoS level in the

Will QoSHIE 0 (0x00) , 1 (0x01) , or2 (0x02) . Will QoSkrik E/n7E T ZEkE .

bit 7 6 5 4 |3 2 1 0

User Name Password will will will Clean
Flag Flag Retain QoS Flag Session Reserved
X X X 1 X X

LT RRAT PR X D AT RIOAL A H o B2 AR AT ORI
Will Retain flag
Position: bit 5 of the connect flags byte (Z&HbraE 7T H45507)

4% PR RSN IFAE AT, Wil Retainbria BT 4 48 R 1507 (R R ME R 45 28 6 AT Wll message.

W EWIll Retainfridi, Will Retaindrb @ sl iy, 500 &4 4% Z0% . Will Retainr & A% =i 3k
Fii7R o

bit 7 6 5 4 |3 2 1 0
User Name Password will will will Clean
Flag Flag Retain QoS Flag Session Reserved
X X X X 1 X X
AE 2SR M P A F AT IO ANIE FH o B A2 KSR R AR B
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User name and password flags ([l 1% hrE

Position: bits 6 and 7 of the Connect flags byte. GZE#ebREF 1B MIEE717)

—MEEINE P ] AR E— P SRV, EREMF R RPN (k) , s —
“>CONNECT messageftJpayload & .

% EUser Namebrids, User Name B il M, 7 lUser Namef (B2 TCRU, WiidE
Passwordbrid:, Password<Briz bk, 7 NPasswordf{{E & TCa . W% A% EUser Name, 1
HfitPassword J2 TCRLH -

User Name Password will will will Clean
Flag Flag Retain QoS Flag Session Reserved
X X X x X X

TE S B UAS A B R IX S AT ORI T, /@ R R

Keep Alive timer

Keep Alive timer H i 7£—/"MQTT CONNECT messageffJ r 4% sk,

Keep Alive timer, LAFMAEAAL, xE SO P s 2 A 2 I S K ] R B o 8 (S IR 45t T AR 2% - i
1 23 ELA W, AT E4 AFlong TCP/IP timeout. % /7 itifE 45 1>Keep Alive timef a] fa A %
R MHEL RS 5o (ERZ A RBAHEER, % M ues &K1k — PMPINGREQIH S 4 M55 a4, 1Zk5s w15
Fpingiiy =Rk J5 i A& 1% —1>PINGRESPiH /2.«

W fEKeep Alivel 1.5 E RN, RSS2 N il 2TH S, X% M umin ks T
DISCONNECTIH S, WK e MHEAE RS T 2 umiT T o 152 A G R
DISCONNECT .

&Ik T —/PINGREQJ=, ffr—"Keep Aliveltf[AlA, & B A s —PINGRESPIH R, #ie kil
TCP/IP3ii [ | 4%

Keep Alive timer/2— M 16fLHGEUHE, Foon— B AR SPRERRE T HRFR, H— R
BRI mAKERRAIS/NT . EAE (0) IR kARt .

The format of the Keep Alive timer is shown in the table below. The ordering of the 2 bytes of the Keep
Alive Timer is MSB, then LSB(big-endian).

bit 7 6 5 4 3 2 1 0
Keep Alive MSB
Keep Alive LSB
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Connect return code (ZEE:R[A145)

PERER [P RS RS EAE — A i Sk FICONNACKIH S

i ~7.
BTBOE ST AN TR S AL AR EG . N T AR s 2 BRI SRR (E . IR [RIRS 08 R K
o

Enumeration | HEX | Meaning

0x00 | Connection Accepted

0x01 | Connection Refused: unacceptable protocol version

0x02 | Connection Refused: identifier rejected

0x04 | Connection Refused: bad user name or password

0x05 | Connection Refused: not authorized

0

1

2

3 0x03 | Connection Refused: server unavailable
4

S

6-

255 Reserved for future use

bit 7 6 5 B 3 2 1 0

Return Code

Topic name (F 44 FR)

F A FREAEAL H L —TMQTT PUBLISHIH S
FEAFREREE, bridipayload a4t & s B 18 1T T BRI & A 1 (5 Bl B HE .

T FORUTF8IR AL FAF . 2 W EFTMQTTHIUTE-8 3 E 25 Eo FlA A — MR I 547K
(32, 76754F) o

2.3 Payload(MQTT V3.1)

LA LR EIMQTT A & TH A —-payload (CHZX#AT)

CONNECT:

Payload 3 & — 82 MNUTF-84m i 745 o EATAR P mteE T — I ME—RIFRiRAF, Will Topic,
messagefliUser Namef 1= . HE%— 2k, BAINEE R Thn LR,

10
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SUBSCRIBE (iT[7) :

Payload td & — NI AK, %55 P I i) LAVT B R AIRIQOS Al o X L8 7 4F H 2 UTF-84 Y o

SUBACK (iTPiHAIN) -

Payload tl & —LEA AN HIQOSL , IXLEQOSZ ! S VF 55 A B L AP A 3 P S T IR R A ALY
QoSZ s AR 47 Hi A oA £E4H B SUBSCRIBEH R 2 44 75 o

Payload/f;—>PUBLISHIH 2. H fi4rapplication-specificktii . AT (B I BRI 25 A, THER—
A #EE—1BLOB.

WA —application #1175 4 payload%ifs , 1R75 £ fEapplicationt & Y id 24 1 payloadhr i F Bk AL
B EAIME E o RANBE T al o v AR 9 Sk BLE SN AR P RS 2 AR o

2.4 Message identifiers

T AR B R IR FIMQT TS S Ay AT 48 sL . PUBLISH, PUBACK, PUBREC, PUBREL, PUBCOMP,
SUBSCRIBE, SUBACK, UNSUBSCRIBE, UNSUBACK.

HEMNHRE (message id) A BAUAE [ E L HIQoSH I, R/RQoSHFIERINIHE . HEFEE, &
.Quality of Service levels and flows.

HEFRRRRE 1M TERF S A BRI E T R RYIEAE RYin flight T S iiE—. EAE I
Bl MEERE T MEE, HRAESRIXEM .

G AER A ORISR IR ST AR S RV IDSHYTH BB ER . 5 iR T RERI A5 A1 — - Message
ID1HJPUBLISH.

THEAR IR P A7 A0 /2MSB, LSB (CR3i) o

AEMIHEID 0o B2 R EAE N ICRIHEID,

bit 7 6 5 4 3 2 1 0
Message Identifier MSB

Message Identifier LSB

2.5 MQTT and UTF-8(MQTT V3.1)

UTF-8/2 1~ f & Unicode 7Y 7 AT ER A, E I SRR T SO (R IUASCIL A5 4 o

FEMQTTH, BT F A PR RN RIE, AR RFTR:

11
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bit 6 5 B 3 2
byte 1 String Length MSB
byte 2 String Length LSB
bytes 3 ... Encoded Character Data

FAF AR LRSS SR AF BRI RO AR AR B, 4F ROTWPZUTF-8%t%, 41 AL
7N
bit S R 3 2
byte 1 Message Length MSB (0x00)
0 0 0 0
byte 2 Message Length LSB (0x04)
0 0 0 1
byte 3 'O" (0Ox4F)
0 0 1 1
byte 4 'T' (0x54)
0 1 0 1
byte 5 'W' (0x57)
0 1 0 1
byte 6 'P' (0x50)
0 1 0 0

Javarf writeUTFO) FlreadUTFO) Az Y 75 248 1 X g .

2.6 Unused bits(MQTT V3.1)

TR IE AR N Z I BN E (0)

Any bits marked as unused should be set to zero(0).

12
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3. Command messages(MQTT V3.1)

3.1 CONNECT — Client requests a connection to a server

3.2 CONNACK — Acknowledge connection request

3.3 PUBLISH — Publish message

3.4 PUBACK — Publish acknowledgment

3.5 PUBREC — Assured publish received(part 1)

3.6 PUBREL — Assured Publish Release(part 2)

3.7 PUBCOMP — Assured publish complete(part 3)

3.8 SUBSCRIBE — Subscribe to named topics
3.9 SUBACK — Subscription acknowledgement

3.10 UNSUBSCRIBE — Unsubscribe from named topics

3.11 UNSUBACK — Unsubscribe acknowledgment

3.12 PINGREQ — PING request

3.13 PINGRESP — PING response

3.14 DISCONNECT — Disconnect notification

3.1 CONNECT-Client requests a
connection to a server(MQTT V3.1)

M Py A IR SS an i — N TCP/IPY [z, WG AR 1k wh 75 {8 — 1> CONNECT flow & ..

Fixed header ([&E3L)

Fixed headerf{#%=Can N &R o

bit 7 6 5 4 3 2 1 0
byte 1 Message Type (1) DUP flag QoS level RETAIN
0 0 0 1 X X X X
byte 2 Remaining Length

DUP, QoSHIRETAINFREASRER fH F7ECONNECTIHEH

13
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Remaining Length/g r] 42k (12577) WK EEMIpayloadi K. XAl L2 — P2 F T .
Variable header (7]77:L)
AR SRS AN R R R
Description 7|16 |54 |3(2|1]0
Protocol Name
byte 1 Length MSB (0) ojojo|j]0o|j0O0|]0)]|]O0]}O
byte 2 Length LSB (6) ojojojojof1|1}0
byte 3 ‘™ ojf1/o0|O|1|1|0]|1
byte 4 Q' oj1/]0(1J0]|]0)]|]0}1
byte 5 T oj1/0]0}11]|]0]0]1
byte 6 S o(f1/1J]1]J]0|0]1]1
byte 7 'd’ oj1/1(0|j0O0)]|]1|0O0}|O
byte 8 p’ oj1/]1(110|]0]|0]}]0O0
Protocol Version Number
Description 716, 5|4|3|2|1]0
byte 9 Version (3) ojofjojo|joOofO|1])1
Connect Flags
User name flag (1)
Password flag (1)
byte 10 m:: gﬁ;‘g&go) 1l1loflol2f1]1]x
will flag (1)
Clean Session (1)
Keep Alive timer
byte 11 Keep Alive MSB (0) 0 0
byte 12 Keep Alive LSB (10)

User name flag

Set(1)

PasswSord flag

Set(1)

14



MQTT v 3.1 FI3CER

Clean Session flag

Set(1)

Keep Alive timer

W#E }10%» (0x000A)

Will message

*  Will flag is set(1)
*  Will QoS field is 1
*  Will RETAIN flag is clear(0)

Payload

CONNECT3H 2 i payload & — el 21 AYUTF-8Zm AL Yy 45, BTl 2 L pgEsal . AR RF A A7 AE,
W T FUNG e o

Client Identifier

B MUTFIRAS I FAFfr e B P bRl Ay (Client ID) @2/ T 1IR3 FARHCSE, 7 7 um 2 IR 55 4 e —
PRl BRI A R P e R — G I Ssa e M9, RAEALIEQOSIUH LA IH S ID Y 6 .
RE P IEIDAS231 54T, S5 Ar i CONNECTYH R, ilid—1-CONNACK, JR[FIAD2: FriRff s,

Will Topic

MEKEWIl Flag, X2 F—TUTFhd 775 H . Will Message & i Will Topice QoSZs!ii i Will QoS+
BEE UFMIRETAINAR 53 - Wil RETAINAR IR 5E SUAE T A8 Sk B

Will Message

WFIEEWIll Flag, X/ F—NUTFRASESRF . Will Messagers SUMEIINE, & AAWill Topiclishz
SRSMOWTIT o IXATRER— KB MO R o

HIRECONNECTIH E I WIll Message /2 UTF4mtd, 24°& & AT Will TopicfUAUEIH S 71 B & 1%,
MR FIRE. Fib, MBS G E&76ASCIIF4S

15
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User Name

IR EUser Namebril, fibE F—PUTFgRidng 745 5. User namebriR&E #1425, T 5
PYIGIE. WA A NN FRAEE D, [HEA DI .

B, N T IRAECSRIIMQTT V3HLYE, [#5E LAYRemaining Length 7B S5 T User Nametbril. HR S5

PRI SE BN B User Namebri R rl fElE, [0 2 User Name /4 B IEAESR /Do X aRMAY, W feirdk

Password

R EPasswordbril, ©2 F—PMUTFgmAL I 745 5 . Passwordbr iR 1 A T 45, 7T AT B4
UGIE. SR 12 FAF el F D, HE A

WEE, ATS5FHFAECRIIMQTT V3RLE, [ E-LfYRemaining Length Bt 5% T-Passwordirif. AR5

PN S BN X B Password bR iR A AT REM: , {H & Password 745 2 B/ fY) (but the Pass) . This is
valid, and connections should be allowed to continue.

Response

Hie 55 i %1% CONNACKIH S A 5 7 i A2 0% Y CONNECT 1 5 A I A o
USRI S5 a3 S TCP/IPIEFE i, AR BV (] N BOA I E]— 1" CONNECTIHIE,, IR 55 & b G e

USRS G BRI TR P A YA IR 554 9 — 1~ CONNACKGF I, %57 3 [ 1% 5% (A TCP/ TP [ 1
B, FFEBFTIT W 55 @ & 1~ CONNECTIH &L 2 1%

FEIXPRIE L, — G B RO ) S IOk I AIE (R B Al A R 2R

MR —NE A EClient IDRY% i 4R B IR SS#v, JCRT B & AR &R, IR 4 RESE K
B2 P i CONNECT 1 4%

UNSRE P Ak — P JERUHI CONNECTIH L, AR S5 e B 4 SR AT B o XA SR I TCR A Wl A4 PR e B SRR
A ICONNECTIH R o AN MR 555 7] LLFe 40 (AT CONNECTIH S, LAIE — D ICRU ML ESR, IRS5 4+
A RESAEWT T AT 2050 IR CONNACK L & B e 2, /N REHESZ A RS A

3.2 CONNACK — Acknowledge
connection request

CONNACKYH S R S5 a8 K ik 2e— 1K H % 7 3 I CONNECT ) Ml [

16
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Fixed header ([&]&:3L)

I R Sk AR A SRR -
bit 7 6 5 4 3 2 1 0
byte 1 Message type (2) DUP flag QoS flags RETAIN
0 0 1 0 X X X X
byte 2 Remaining Length (2)
0 0 0 0 0 0 1 0

CONNACKH 2 HAAS FHYDUP, QoSHIRETAINAR

Variable header (7JZ5:3L)

R AR SRR AN T 3R R o

Description

Topic Name Compression Response

byte 1 Reserved values. Not used.

Connect Return Code

Description

byte 2 Return Code

— TS T A R B T B E I T R FTR

Enumeration

HEX

Meaning

0x00

Connection Accepted

0x01

Connection Refused:

unacceptable protocol version

0x02

Connection Refused:

identifier rejected

0x03

Connection Refused:

server unavailable

0x04

Connection Refused:

bad user name or password

0x05

Connection Refused:

not authorized

0
1
2
3
4
S
6~

255

Reserved for future use

MR ME— B P IR IR AR AEIRI23 N AR 2 (A A 0%, IR IFIRS N2 (identifier rejected)
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Payload (H%zim)

There is no payload.

3.3 PUBLISH — Publish message

o5 a3 AT B T HAH SR S A A MHIE, B PUBLISHIH RS — LRI (CUPR: et
) o X RIARRER, EL T MERED S, PR LV EATEN . — MR A E]—
MR E O R BRAe 1 166 B132% T AU 161 T B o

IR T B T AT, R SS d A AT AE E I R 25 % A 09— N PUBLISHI .

Fixed header ([&]&:3L)

RN T E SR
bit 7 6 5 3 2 1 0
byte 1 Message type (3) DUP flag QoS level RETAIN
0 1 0 0 b 0
bit 6 5 3 2 1 0
byte 2 Remaining Length
QoS level

BEANL. HXRIEMER, 1i2HQoS

DUP flag

WEANE (0)  XEWEHEN —IRPR L. ESHDUPIRTGHEZ1EE .

RETAIN flag

WENT . XEWRARE. ARIENELE, HZ25Retain,

Remaining Length field

A2 S KL payload iy K, & LR —Fh 4 5 i

18
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Variable header

RETRITIDEE S

Topic name

—NUTF-84m AL FAF Hi o
ANRES A Topici it 774

BRI~ ph 2 i G A R AT T A Topic, XA AT BRI AR Y A A 5 i G R g A a0 7
H

%/[
I EASHER P 3T 8 A

Message ID

f32Q0S level 1 H1QoS level 2iHiE . HZ1¥{# 1% & 5 Message identifiers.

IR RS2 PUBLISHYH S 9 AT AZ S 4] -

Field Value

Topic Name: | "a/b"
QoS level i
Message ID: | 10

FERXPROUT , A SLHIRE I T 36
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Description 7,6, 5,4 |,3|2|1]0
Topic Name
byte 1 Length MSB (0) o|o0|0|0|(O0|O|O]| O
byte 2 Length LSB (3) o|0|O0|JO0O|O0O| 0] 1] 1
byte 3 'a' (0x61) o|1(1|/0|0|0|O0])| 1
byte 4 /' (Ox2F) o|o|1|0 |1 |1}|1]1
byte 5 ‘b’ (0x62) o|1|1|0(0(O0O|1]|0O
Message Identifier

byte 6 Message ID MSB (0) 0 0 0
byte 7 Message ID LSB (10) 0 1

Payload (H%tEif7)

LS R ATRIHE o BCRAR TR A AL ELAACR FH o [ 3 Sk B 3R A 7 Bt ) A Sk R BRI R A B
JEo R, AAR SO B AR 2 AT U -

Response

RATIH R R LT QOSEEA . RN T I R o

QoS Level | Expected response
QoS 0 None
QoS 1 PUBACK
QoS 2 PUBREC
Actions

AT LA AR S A publisher & 16 2 il 554, BUMIRSS d Esubscriber. 4 & A E— 431 B FaCE 19173
B4 ERIQoS level :

QoS 0

R A 4EA25T7

20
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QoS 1

ILRIHE SR AL, SRR A BR )T, FRHREIZ A A —PUBACKIH .

QoS 2

TORIHE SR AL, AR RITH, FFRIEIZ %A A —PUBRECIH E.-

USRI S AR — MRS, A OBRY R I T B A AN E R . SR E R NHE, A%
BRAHRSY , AR b B R IEAE SR — D a1 ok H IR SF P ERa T A — e 1 MRY
o

I

L1152 A Quality of Service levels and flows

HER, WR GRS EBATEE i, EBAEANZE ) wma e R, B
HBWRAIHIIA, $5RIERRIQOSKHUN, & Pt A et M, XIR AL L ATIHE

3.4 PUBACK-publish
acknowledgment

—/I"PUBACKH 2 —1"PUBLISH{H /5 AYQOSZ A LAY M 2. —1~PUBACKIH S i fie 55 e &A1, 18—
K H M EAF PSR, AR — T B 2K H RS54 I PUBLISHIF S IR .o

Fixed header

TR T EE KRS
bit 7 6 | 5 a 3 2 1 0
byte 1 Message Type (4) DUP flag QoS level RETAIN
0 1 0 0 X X X X
byte 2 Remaining Length (2)
0 0 0 0 0 0 1 0
QoS level
WA

21
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DUP flag

B -

RETAIN flag

BOAHAE -

Remaining Length field

KRS Q5T o« BRI 27 7B,

Variable header

A — AR PUBLISHIH S AT SR IRTT (Message ID) o N oA Al A Sk AR .

bit 7 6 [ 5 [ 4 [ 3 ] 2 1 ] 0
byte 1 Message ID MSB
byte 2 Message ID LSB
Payload

There is no payload.

Actions

L% E — S PUBACKIH S, b A FORAIHE, RO et ko arl (REs%) o

3.5 PUBREC—-Assured publish
received(part 1)

—/>PUBRECH S /& —1"QoSZ Al 2 PUBLISHIH S Wi b o 3X 4258 M EIIQoSL A2 il . — 1
PUBRECTH E M & 15 E R — N IEAE K AT %5 1 i i — N PUBLISHIH SR Y., B 2 E A — 3K B IR 552 Y
—/NPUBLISHY LI R o

22
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Fixed header

TR T E SRR
bit 7 6 5 E) 3 2 1 0
byte 1 Message Type (5) DUP flag QoS level RETAIN
0 1 0 1 X X X X
byte 2 Remaining Length (2)
0 0 0 0 0 0 1 0
QoS level
BOARALH]
DUP flag
BAALH
RETAIN flag
BA AL
Remaining Length field
RIS (2T o B — 1 2F T FE.
Variable header
BB — DRI RIPUBLISHIE 2 HIH EARIHAF (Message ID) o N3 BI/R A2 AT 48 L A% o
bit 7 6 5 4 3 2 1 0
byte 1 Message ID MSB
byte 2 Message ID LSB

23
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Payload

There is no payload.

Actions

g al B — NPUBRECHITS ., Ui i Ak 1% —PUBRELF 1 1225 E. A5 16 [FIPUBRECIY 2. ffiMessage IDH
KN

3.6 PUBREL-Assured Publish
Release(part 2)

—/NPUBRELJH R, & kA& &K TPUBRECIE E MRS 7%, B P11 e —1~PUBRECIH S M AR 55 B MR Y o
T AAEQOS 2RI S = ANE A

Fixed header

%% W B2 [ Sk H R X

bit 7 6 S 4 3 2 1 0
byte 1 Message Type (6) DUP flag QoS level RETAIN
0 1 1 0 0 0 1 X
byte 2 Remaining Length (2)
0 0 0 0 0 0 1 0
QoS level

PUBRELJH E(H FHQoSZ A1, #ail ATiitPUBCOMPIE . LAIEFRERY T A N & A T B Y B i b T

DUP flag

WAL (0) o XEMEIZIHEPE —]AkE. B2 HDUP,

RETAIN flag

AR o

24
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Remaining Length field

REAASRE QFT) o« BALE 1271 7B

Variable header

AT AE AL A [E] [ Message IDIPUBRECTH B #E N o %R Ton T Al A8 3L fg o

bit 7 ‘ 6 \ 5 [ 4 [ 3 N 2 W 1 ] 0
byte 1 Message ID MSB
byte 2 Message ID LSB
Payload

There is no payload.

Actions

LS5 AR E]— A AT RIPUBRELIHE., AR S5 e LSRN B 4RI B, HAE—1
PUBCOMPYH E45 B Ay fH[RIMessage IDHY A A # o 51T P& #2150k H AR5 4 AYPUBRELAYIH L, JH 3T 1
AR BERGTER, 40k — T PUBCOMPYH S 45 it 55 4 o

3.7 PUBCOMP-Assured publish
complete(part 3)

AR R — kA MR S5 d 21— 1-PUBRELAIH SN A, 58— M7 B & MR 5545 21— 1" PUBRELIH 2 Y
WAL o & F2AEQOS2 PS5 YA A Lo

Fixed header

AR WoR T E SRR
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bit 7 6 4 3 2 1 0
byte 1 Message Type (7) DUP flag QoS level RETAIN
bit 6 R 3 2 1 0
0 1 1 X X X X
byte 2 Remaining Length (2)
0 0 0 0 0 1 0
QoS level
AAEH o
DUP flag
AL
RETAIN flag
AAEH
Remaining Length field
KRFASLKE 2F7) « BALLE 1 2F TR
Variable header
Al A% L4 4 A [ Message IDFPUBRECTY B4k ifiiA . %3 Bon 7 A28 L A% =
bit 7 6 5 B 3 2 0
byte 1 Message ID MSB
byte 2 Message ID LSB
Payload

There is no payload
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Actions

S PUBCOMPIH R, & M imifitsr FoRIGIHE., POV E B AR EIR T % -

3.8 SUBSCRIBE-Subscribe to named
topics

IHHE, AR P22 R ARG ar A R A PR MR S5 KA IR 28 T R T S A 14 5
N —PUBLISHH R 1T TH EIAHIE T QOSH, HIH A AT HITHIE -

Fixed header

TREIR T E SRS
bit 7 6 5 4 3 2 1 0
byte 1 Message Type (8) DUP flag QoS level RETAIN
1 0 0 0 0 0 1 X
byte 2 Remaining Length
QoS level

T BH S QoS LR AN Z NI T Belii K o 8 (5 Y SUBACKIH Sl E It itMessage ID>K 5. LAH]
FERY 7 2B PUBLISHIH S Y il AL L

DUP flag

WENE (0) « XEWREHEEAASCE K% BLEMIE IS ADUP.

RETAIN flag

AAEH]

Remaining Length field

Payload K&, ©rlLUg— 27 FB.
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Variable header

A2 A& —1Message ID, [KA—1~SUBSCRIBE{H EA— M 119QoSZK . L LA &%
Message identifiers.

TREOR TR A2 Sk I Message ID M 101 BT+

Description 7 6 54,3210
Message Identifier
byte 1 Message ID MSB (0) o(o|0|]0|O0|O0O|O]|O
byte 2 Message ID LSB (10) ojo|0j0}|1]|0O0 0

Payload

WHH SR AR A — 5 P i f AT T R =R RAIEE, FHEE ) i 2 ROH S RIQoSIi . F4F
ARUTFf, QoSZUM il — M iy 2. AT REC SR WmicrF, AFk BT, XL
topic/QoSII XIS LR, U R A KA —

Topic name "a/b"

Requested QoS |1

Topic name "c/d"

Requested QoS |2

£—1~SUBSCRIBE{H /2 A LA K2 A U Y o

Payload |- A% 0 T~ K frs
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Description 7|6 |54 |3|2|1]|0
Topic name
byte 1 Length MSB (0) olo|lo|o|o|o|o]|oO
byte 2 Length LSB (3) ololo|o|o|oOo]|1]1
byte 3 'a' (0x61) o(1f({1/0|]0|0]|0])1
byte 4 '/' (Ox2F) olo|1|lo|1|1]|1]1
byte 5 'b' (0x62) ol1]1|l0|lo|lo0o]|1]0
Requested QoS
byte 6 Requested QoS (1) X | x| x| x| x| x|0]1
Topic Name
byte 7 Length MSB (0) oJlolo|lo|o|o|Oo]|oO
byte 8 Length LSB (3) olojlo|lo|o|o]|1]1
byte 9 'c' (0x63) o(1f(1/0|]0|0]|1])1
byte 10 /" (Ox2F) o(fo|j1j0|1|1)]|1(1
byte 11 'd' (0x64) ol1]1|l0|lo|1]0]|0O
Requested QoS
byte 12 Requested QoS (2) X | x| x| x| x| x|1]0

EAOE K QOSTHAIMAZ T, 2 Pt/ INT B S TIX N0 FPUBLISHIH S, ARAE & A Y B 06 TH 12,

IQoSZl. i, WIR% P QoSZUI A 11T B E L, SA)m *"QoSﬂtUOZﬁﬁ{%u, R
i )% P iQoSZ 0. — QoS HI2IH A AR — N, fLif4a% P mQoSkEZL, QoS

A — D EEHRZIT T — N QOSZUMM A, WA Tit: AR X e 1A AT QoS T MY TH
/%\no

R KA DT E i — 1 oK QOSTH I,
Qos 1 QOSIH M KA Z T o

BRI QOS T B Amtb ) 517, A MUTFER Y E R A R T R B

BT IR REFEZQOSE] — M HE & B Y

bit 7 6 5 4 3 2 1 0
Reserved |Reserved |Reserved |Reserved [Reserved |[Reserved | QoS level
P X X X X X

157N AL AR L T R o Bl B LABERE R AE ] o
AR BE QOSZUBI AL AN TER R 6L, FFR AR
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Response

4 Sl SUBSCRIBETH SN, il 55 # ik [il—1~SUBACKIH 2. o

HI TR B2 /T, % P e8] — 1N SUBACKIH S, 55 #i AT REZS 416 — T PUBLISHIH &

THTER, MRS # B AL — % PRI SUBSCRIBEIE SR, & 1B ANIZ R F iy =t. Fit,
B SUBACKRI B AAIN , B e AN ey AL, 3T B2 A o

— B WSS AT LR 2 T H A P i SRR AYQoS I Al U IR 55 g AN REFE A= I QOSILA , L IE il
A ATRERERY . BN, AERARSS AR AN ERR AL — S ATEE AR AN, E T RES ISR % QoS 04U Y

.

3.9 SUBACK — Subscription
acknowledgement

—/"SUBACK{H 22 Hi IR 55 48 & 6 20 & P im i AU 2 T SUBSCRIBETH

—/NSUBACKIH B 1472 T QoSZ I 41155 . SUBACKTH B -3 T 1 QoS LY il i i -5 A5 AH I3 1)
SUBSCRIBEH = [ = @ 24 FR I i AH DT

Fixed Header

FEREIR T E L AIAE .
bit 7 6 5 3 2 1 0
byte 1 Message Type (9) DUP flag QoS level RETAIN
1 0 0 X X X X
byte 2 Remaining Length
QoS level
AT
DUP flag

ARBAE o
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RETAIN flag

ARBAE o

Remaining Length field

Payload &, BRI LLE— M2 F IS E.

Variable header

RIS S A4 T SUBSCRIBETH B IEAE 4 Ik [ Message ID. N3 Tor T A28 SLgfg o

7 6 5 a 3 2 0
byte 1 Message ID MSB
byte 2 Message ID LSB
Payload

BAREATES—NTQOSHAN K it o FEMHIERXS B —>HH . FISUBSCRIBE 114 2L Y £ 44 7 . SUBACK
TH B HQoS L i UE il SUBSCRIBETH /2. topic namefiIRequested QoS T . 25 HEL Y
Message IDHEDCHC M [ SUBSCRIBEH 2 FISUBACKIH £ -

R WIR [ Granted QoS B E— N HH AL o

bit 7 6 5 4 3 2 1 0
Reserved | Reserved | Reserved | Reserved | Reserved | Reserved | QoS level
X X X X X X

BSOS R R AR o B AR B AR A
TFRER T —payload i+

Granted QoS

Granted QoS

TR T payload % =
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Description 716 | 54|32
byte 1 Granted QoS (0) X X X X X X 0
byte 1 Granted QoS (2) X X X X X X 1

3.10 UNSUBSCRIBE — Unsubscribe
from named topics

—"UNSUBSCRIBESH [FUs o 5 1 i A ik 25 i 554, HI2KiB 1T named topic.

Fixed header

RN TN ERE KIS — B

bit 7 6 5 4 3 2 1 0
byte 1 Message Type (10) DUP flag QoS level RETAIN
1 0 1 0 0 0 1 X
byte 2 Remaining Length
QoS level

UNSUBSCRIBE /2 (i FHQoSZ | 1K k15 2 1~ 1R1T 12K . #H 57 iUNSUBSCRIBEH /2 /2 i it Message ID>k
FRIFI o ARAER 7 20/ E HPUBLISHIY A B I A FE

DUP flag

BEZE (0) . XEWRERXMHRIEAS —KkIE. ELZHEMT 2% DUP,

RETAIN flag

ARBAE o

Remaining Length

Payload K%, ErlEe— M2 F .
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Variable header

Al AR Sk f 44— Message ID, [A4—NUNSUBSCRIBE Y B8 N A1MQoSZ il . 1425 Message
identifiers.

TREOR TR A2 Sk I Message ID M 101 BT+

Description 7|65 432|110
Message Identifier
byte 1 Message ID MSB (0) ojo|j]o|jO|jO]|]O]|O
byte 2 Message ID LSB (10)

Payload

Sk B A I named topic| R IR PRI . FAFERUTFORASIY, FHiksrtds, EiRIT IR
named topicE AN Z i 4. FERBIR T A REAT I T

(The client unsubscribes from the list of topics named in the payload. The strings are UTF-encoded
and are packed contiguously. Topic names in a UNSUBSCRIBE message are not compressed.)

Topic Name | "a/b"

Topic Name | "c/d"

TREIR T AR AR
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Description 7|6 5|4 32|10
Topic Name
byte 1 Length MSB (0) o000 |]0]|]O0O|O0O]O
byte 2 Length LSB (3) o|Jo|o0o|]oO0o|0]|]O0]|1 1
byte 3 ‘a' (Ox61) 0| 1 1|/0|0|O0)]|]O0]1
byte 4 '/' (0x2F) o|o0|]1]|]0]|1 1 1 1
byte 5 'b' (0x62) o|l1/1]|l0|lo0o|lo0o]|1]0
Topic Name
byte 6 Length MSB (0) o/Jo0|0|O0|]0]|]O|O0O]O
byte 7 Length LSB (3) olojo|lo|o|o|1]1
byte 8 ‘¢’ (0x63) o|l1|l1|o0|lo0|0O0]|1]1
byte 9 '/' (0x2F) o|o0|]1]|]0]|1 1 1 1
byte 10 'd" (0x64) 0| 1 i1/0|0|1]|]0]0O
Response
JIR 55 A 35— T UNSUBACKZ! 75 7 i 4 i i — T UNSUBSCRIBEVH 2. o
3.11 UNSUBACK-Unsubscribe
acknowledgment
UNSUBACKIH B2 I 55 e A 16 20 % i, AR BIAREN—1-UNSUBSCRIBEIH 2.
Fixed header
TR T E KBRS
bit 7 6 5 4 3 2 1 0
byte 1 Message Type (11) DUP flag QoS level RETAIN
1 0 1 1 X X X X
byte 2 Remaining length (2)
0 0 0 0 0 0 1 0
QoS level

ARBAE o
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DUP flag

B -

RETAIN flag

BOAHAE -

Remaining Length

FASKIRE (BT o

Variable header

ARSI A TUNSUBSCRIBEH . fIMessage ID, MR 1 22 L AHs

bit 7 6 5 3 3 2 1 0
byte 1 Message ID MSB
byte 2 Message ID LSB
Payload

There is no payload.

3.12 PINGREQ-PING request

PINGREQiH 22— 1~ M3 i A2 ik 2 I 55 4 1T "are you alive?”iH 2

HZ G2 A Keep Alive timer.
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Fixed header

TR BN E S AE
bit 7 6 5 4 3 2 1 0
byte 1 Message Type (12) DUP flag QoS level RETAIN
1 1 0 0 X X X X
byte 2 Remaining Length (0)
0 0 0 0 0 0 0 0

DUP, QoS, MIRETAINAREIA B fd H

Variable header

There is no variable header.

Payload

There is no payload

Response

PINGREQiH = [y Ml & — 1 PINGRESPH .-

3.13 PINGRESP — PING response

PINGRESPIH &2 MR 5588 4 15 25 PINGREQIH A9 M, 18] yes I am alive”.

H L4772 EKeep Alive timer

Fixed header

RN T E LA
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bit 7 6 5 4 3 2 1 0
byte 1 Message Type (13) DUP flag QoS level RETAIN
1 1 0 1 X X X X
bit 7 6 5 3 3 2 1 0
byte 2 Remaining Length (0)
0 0 0 0 0 0 0 0

DUP, QoS, HIRETAINFREEA#EEH

Payload

There is no payload

Variable header

There is no variable header.

3.14 DISCONNECT-Disconnect
notification

DISCONNECT{H EU@ M i & ik BRI &, AR E RIS TCP/IPIE . X Auir— > T I,

MAE R MER T 430 5%.

WA P H T clean sessionbrids, BT — PIORFEXS B i A5 SRR 77 o

55 g AE#EH— 1" DISCONNECTH BV, A s - i ok (AT TCP/IPZE #2 o

Fixed header

TEREIR T E K AR

bit 7 6 S5 R 3 2 1 0
byte 1 Message Type (14) DUP flag QoS level RETAIN
1 1 1 0 X X X X
byte 2 Remaining Length (0)
0 0 0 0 0 0 0 0
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DUP, QoS, FIRETAIN#3&:7EDISCONNECT 4 2 H 4 A #l (i F o

Payload

There is no payload.

Variable header

There is no variable header.

4. Flows(MQTT V3.1)

4.1 Quality of Service levels and flows

4.2 Message delivery retry

4.3 Message ordering

Appendix A — Topic wildcards

4.1 Quality of Service levels and
flows

MQTTHMEAYIHER, MRAEAEMRIT it (QoS) HISE S0 A IUHIHIAIT :

QoS level 0: At most once delivery(Z£%—X)

THERATE2MRETCP/IPI 4 o AR B h— M R 2SR E AR I EE L. TR EEMR 5
KB — IR

TR T QoS level OWrislii it -

Client | Message and direction Server
PUBLISH

QoS =0 Action: Publish message to subscribers
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QoS level 1: At least once delivery(%/>—k)

i 55 d M2 O TH U2 FHPUBACKIH S T o AN SRAESE € B9 i) B A AT W B (5 e R el o ik i3y, B0
BOARAHER — M ER R, Kk AR LH B i EDUPH HfT A 5 TH R

THREE RS % 20—k . SUBSCRIBEFIUNSUBSCRIBE H 2 {i H Y /2QoS level 1.

—1~QoS level 134 EFEH B LA —1Message ID. £/~ TQoS level 1113 -

Client Mes;agg and Server
direction
Actions:

QoS =1
DUP = 0 e Store message
Message ID = x PUBLISH ° PUbllSh message to
Action: Store subscribers
message e Delete message
Action: Discard PUBACK
message = | cmmmmemmeses

WSRO CEIPUBACKTH S (TCIBAE R, AR e i SCHY— i [ BOA 2 A R A I B e, T
SIEEZIE) , &) RE S HUOT S — N T DUPHREIPUBLISHIH -

HENF PR EERHE, RSB AR ES T IE, A% — T PUBACKIHE .

QoS level 2: Exactly once delivery(15—k)

FEQOS level 1L ERIFANEIMILGRE, BifR EEIHEASHUL IS IEAER I Y R . Y EETHE A B
WY, X ZEEBRIIAEE . FEM 2R B WY, (2B 2 L, KOHE N AR
B,

—1~QoS level 231 BAEH Bk —1"Message ID.

TERER TQOoS level 21t . PUBLISHi . AnAa] g 2 & A ER A PRI TE Lo B AT TR M 1T 8 & 25
HE . S IR BRI A2 52 QoS level 21t
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Message and
Client direction Server
Action: Store message
QoS =2
DUP =0 or
Message ID = X PUBLISH X
----------- Actions:
Action: Store e Store message ID
message e Publish message to
subscribers
——t Message ID = x
Actions:
e Publish message to
subscribers
Message ID = X _ PUBREL e Delete message
or
Action: Delete message ID
Action: Discard PUBCOMP Message ID = X
message @ | @ <==eeeeeee-

ARG EN SR, SR MUE RIS TN, P A B A AR A B PSS PUBLISHE
PUBREL.

ARFMEER, 2 Message delivery retry. B il &b S LB et b, HAa—k.

Assumptions for QoS levels 1 and 2

FEAEAT R, B B (S FER A R I AT RE . AR R XA 0, By — i il REAS RN TEAE ) — S Y

TR IXLERRITE R RE R Al AEIX L %4&1;4@%%@&5’]9@?7 EPER AR R M2 R ITH IR AE
o

MQTT{BE & AR 55— MR 58, JEASEE S n] RER AN AT SERY o AR P omist s A AR bt , il 2
— A IREVERIMR, AR M. NSRRI Ba i al REMERIK. AL BA ARG R IEF
fiff, PIAINAFROM. $RABLEE 2 )% st ERFRPATEAEbE, ORI R AR — 2t i

P T B E SRR, SRR AR A 2, SECEZ I R EEMQTTRLE AT LA HE

4.2 Message delivery retry

RUETCPI B (AR L, 7E AL T A 7T AR JE B B MQTTIY B e 7EMQTTI 2 — I
#F (QoS>0 PUBLISH, PUBREL, SUBSCRIBE, UNSUBSCRIBE) , ﬂn%umﬁ&ﬁ%ﬁwﬁzﬁémﬁﬂmw
KIFEF T LLEF G, AiEH NIZAEHE L EDUPHR &
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AN PURE R, R TR AtrICclean session, % FRIAR 55 4 V1% B B A5G Rifin-flight
ESRE) S

Bribz SN R B EIAT Y, B PIEAR A R LE. AR, broker WiZ F AL MR HIARIIHE .

4.3 Message ordering

Message ordering<s 3272 R, 8% P g it 2 /bin-flight PUBLISHIR, FO% F e 15 /2 Rk
FECE 248 THERTHIY, &P it PR — D BRI M5 AT o

X F SR A A RET S T, B AR IET BB AR BB B, BT B AP 5 %o
Bhn, 15— Z5HQoS level 2 ¥, PUBREL A /AEJ5PUBLISH M ] AT & 3% -

Client | Message and direction |Server
PUBLISH 1

in-flightiH 2 AR R VF A — A AR TER R |
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* fEin-flight®d 1rh, BEEBHAE T IR Z AT 5E . X PR R AR S R4 o
* fERTFin-flight?i 11, JHEHET HEEFEQOS level AR

Appendix A — Topic wildcards

TR AT REEL SRR T AF, 1B AT R 2.

TIN5 B2 RS AT S, ik, "L ERTX— BN TN 22 A s
BZ R o AR T3, (B TRRER — N L mHE .

Topic level serparator

R () BRI E R AR SO R R RS, R

TRUKP o B WA, S S ERCR R T T fe E ) B

Multi-level wildcard

BERFS () SR ECAFUCED— D3N AT GO0 Bkt . i, 2R3 T 5 T finance/stock/ibm/#,
eSSV EHV S ey il NMEISE

* finance/stock/ibm

* finance/stock/ibm/closingprice

* finance/stock/ibm/currentprice

Z R IRAEECTT i MR A e 1903 AL, finance/# ] LADLECELYfinance, Hrp# AT
Ao ERPRR RIS N ZTCE S, ROABE PRI b -

2 [ R IB ICAT AT AR A FOR E CEl F— MR B 4% . Bltk, #Hfinance/## 672, (HZ,
finance# /2 oAU« 22 2 KB AT 25 E A Vo e fe — D54 BN, finance/#:2 A %L
[, finance/#/closingprice 2 TR -

Single-level wildcard

e (+) 22— PHILER—M =M EECAF . #ilhn, finance/stock/+ICitfinance/stock/ibm#il
finance/stock/xyz, TM/~s2finance/stock/ibm/closingprice. [FIRY, HTHEIGEEFFICH R — 2,
finance/+ A ILfiCfinance.

FAZGHEBCAT AT AMEAT R 7T B9 I AN S 2 IR B RCAF — e i o B — sk -F-2

b, e HSRERERIN. R, +Mifinance/+#8A %L, (Bfinance+ 2 C . HIGHRCAT Al LUH T3
RS R a2 F I A . i, finance/+Ifinance/+/ibm#fE A2H -
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Topic semantics and usage

ORI MR, R AT A% T RS P8 AR A AR TR A AR 3L

o —AEE, WELHE— TR
* EEAERSS KNG Flin, ACCOUNTSHIAccounts 2 A i .
* EWAFRA LML S S TAF, BiliAccounts payabless — Ak = il

* Aleading /" creates a distinct topic. %141, /finance Sfinance~N[5]. /financeltid"+/+"F1"/
+", WEZ:T\%"+"O

¢ RELETT BTS2 4% (Unicode x0000) o
PR TR UE F T — A R i EE R 25

© RERIRGIN64K, (IR TR A S B AT R o
A LVEAE RO A, o2, AT DA B R o

PS:
* ZROCTF T ARATBAEI RS, TR EL, (EIEARTE T kA AR

(www.girlcoding.com) -
* H%: MQTT V3.1 Protocol Specification [ 5%

SCHABRIEART T, A0S

JREICE, FHGEEY]: #EHGirlis coding
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