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MQTT is a Client Server publish/subscribe messaging transport protocol. It is light weight, open,

simple, and designed so as to be easy to implement. These characteristics make it ideal for use

in many situations, including constrained environments such as for communication in Machine to

Machine (M2M) and Internet of Things (I0T) contexts where a small code footprint is required

and/or network bandwidth is at a premium.
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Notices

Copyright © OASIS Open 2014. All Rights Reserved.

All capitalized terms in the following text have the meanings assigned to them in the OASIS Intellectual
Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website.

This document and translations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published,
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice
and this section are included on all such copies and derivative works. However, this document itself may
not be modified in any way, including by removing the copyright notice or references to OASIS, except as
needed for the purpose of developing any document or deliverable produced by an OASIS Technical
Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must
be followed) or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors
or assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would
necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard,
to notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to
such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that
produced this specification.

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of
any patent claims that would necessarily be infringed by implementations of this specification by a patent
holder that is not willing to provide a license to such patent claims in a manner consistent with the IPR
Mode of the OASIS Technical Committee that produced this specification. OASIS may include such
claims on its website, but disclaims any obligation to do so.

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that
might be claimed to pertain to the implementation or use of the technology described in this document or
the extent to which any license under such rights might or might not be available; neither does it
represent that it has made any effort to identify any such rights. Information on OASIS' procedures with
respect to rights in any document or deliverable produced by an OASIS Technical Committee can be
found on the OASIS website. Copies of claims of rights made available for publication and any
assurances of licenses to be made available, or the result of an attempt made to obtain a general license
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no
representation that any information or list of intellectual property rights will at any time be complete, or
that any claims in such list are, in fact, Essential Claims.

The name "OASIS" is a trademark of OASIS, the owner and developer of this specification, and should be
used only to refer to the organization and its official outputs. OASIS welcomes reference to, and
implementation and use of, specifications, while reserving the right to enforce its marks against
misleading uses. Please see https://www.o0asis-open.org/policies-guidelines/trademark for above
guidance.
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Figure 3.23 - Payload byte format NoOn NOrMAtiVe EXAMPIE ..........cciiiiiiiiiiii it 51
Figure 3.24 — SUBACK PacCKet fiXEA NBAUET ..........cciiiiiiiiiiii ettt e s b e e e st e e e e 52
Figure 3.25 — SUBACK Packet variable NEAUET ...........cooi e e e 53
Figure 3.26 — SUBACK Packet Payload fOrMAL............ueiiiiiiiiiiiie ettt e e s s e e e 53
Table 3.6 - Payload NON NOIMALIVE EXAMPIE .......coiii ittt e e e e e et b et e e e e e e e abbbr e e e e e e s aanabbreeaeeeeaanneeeeeas 53
Figure 3.27 - Payload byte format NOn NOrMAtiVe EXAMPIE ..........cciiiiiiiiiiiie et 54
Figure 3.28 — UNSUBSCRIBE Packet Fixed header ...........

Figure 3.29 — UNSUBSCRIBE Packet variable header
Table3.7 - Payload NoON NOIMALIVE EXAMPIE ........iiiiiiiii ittt et e e et e s bbe e e e et e e e snte e e s nnnees
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Figure 3.30 - Payload byte format non normative example
Figure 3.31 — UNSUBACK Packet fiXed NEAUET...........oeiiiiiiieiiiie ettt e s
Figure 3.32 — UNSUBACK Packet variable header
Figure 3.33 — PINGREQ Packet fixed header...................
Figure 3.34 — PINGRESP Packet fixed header
Figure 3.35 — DISCONNECT Packet fiXed NEAUET ...........ccciuiiiiiiii et a e e e e e e e e
Figure 4.1 — QoS 0 protocol flow diagram, non normative example
Figure 4.2 — QoS 1 protocol flow diagram, non normative example
Figure 4.3 — QoS 2 protocol flow diagram, non normative example
Figure 6.1 - IANA WebSocket Identifier
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1 Introduction

1.1 Organization of MQTT

This specification is split into seven chapters:
e Chapter 1 - Introduction
e Chapter 2 - MQTT Control Packet format
e Chapter 3 - MQTT Control Packets

e Chapter 4 - Operational behavior
e Chapter 5 - Security
e Chapter 6 - Using WebSocket as a network transport

e Chapter 7 - Conformance Targets
1.2 Rig

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "/RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as
described in IETF RFC 2119 [RFC2119].

1. MUST ( %70 : MBHLIIESR, ) This word, or the terms "REQUIRED" or "SHALL", mean that the
definition is an absolute requirement of the specification.

2. MUST NOT ( 718 : eXIZIEMMSE, ) This phrase, or the phrase "SHALL NOT", mean that the
definition is an absolute prohibition of the specification.

3. SHOULD (RiiZ : #%#) This word, or the adjective "RECOMMENDED", mean that there

may exist valid reasons in particular circumstances to ignore a
particular item, but the full implications must be understood and

carefully weighed before choosing a different course.
4. SHOULD NOT ( FRiZ:FH## ) This phrase, or the phrase "NOT RECOMMENDED" mean that

there may exist valid reasons in particular circumstances when the
particular behavior is acceptable or even useful, but the full
implications should be understood and the case carefully weighed
before implementing any behavior described with this label.
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Network Connection: (fZ&%iEH:)

A construct provided by the underlying transport protocol that is being used by MQTT.

HI MQTT SRR th = (A 4 P o

TCP/IP

N 2

EHBIENE (TCP)  (XWfEmE)

W= (P) (XFRHELZ)

M2 CURBERZ)

(O8]

B
R
SR

etz

W2 =

H s =

YR

e It connects the Client to the Server. ( EZEL KT RS )
e It provides the means to send an ordered, lossless, stream of bytes in both directions. ( B2t T

ERANFBERE-NEFN. THRO., ROFTREE)

M E:  (Application Message)

B MQTT thiltieiEEE TR . HMAEBEE MQTT 4%, JHE#<H QoS Ml Topic Name

Fa3k? )
&3 (Client) :

—ANEFEREREMER MQTT K. &R b BRI KRR RIRS 5.

fbmT A
1. RAiHA LR ERNHEE
2. TRABRENNHAHEE.

3\ ERIRIT, REBRMAFEBRIER

UNWN s

mqtt-v3.1.1-0s

Page 10 of 85



46

47

48
49
50
51

52

53
54
55

56

57
58

59

60

61
62
63
64
65

66
67
68

69

70

71
72

73

e IR
@ O
MQTT #38 3.1.1 ik a m AT A4

—AMEFEREJMFER—AFN, ERNEIRZE, —DMRANHAELE, —MTHEMAER.

Server (JR%%) :

1. B —DRE KRN ER
2, BE-AKmEAAKINMAEE.
3. AbERLZLIRIT AR ITHIE K

4. BRIAHEBBNLNRITH .

T (Subscription:)

THEE AN EERESA—MRK QoS. —MIHE—NE&EREK. —METUEE—MIHEEE
Z. BMIRE—NSEN, B IMRKEMREES.

FBEF ( Topic Name ) :

XANAEEMHENRE , NN RIRSSFEBRINITE, RFFRE-MNAEENENIEN KR
ElEITHE,

/L IE (Topic Filter)
—MTHAPEEN —IPRER , BR—IHEZANTENROAT. —MEEILRBAUNEEEES,

WEFT R —MRFIRIER), EEFRSOMES(?), REREME RSO, HEERcrJent, w M
HERRBE - MHEAEIETR: SAREEIE TR EE WA M T84 7, 5
—ANEEZNEIERTR. Lbr EH“*Not?paOd”nl L%t Notpad\MyNotpad [*a] DIARZRAE (T 3L
+1 ;Notpad\Notepad [?2{¢ft# #1771 :Notepad\Notepod [ao fX# a 5 o B~k —1 , HALIk

WA M HEA T S — D g Thee, SBAVE S QIR P T XI5, AR
R PR BRI &SGR (BARBATRSIE T —AT ). MRS S IAT 5 A e
RIS, MRS & R AR, RO & TR TAERCR.

£3E (Session) :

— IR RS AR Z BIRRERZ B —ER&TF S MR R, Hah—&nT SRS ARSI &g
Z RIS .

MQTT ##I2 ( MQTT Control Packet ) :
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—NREERMFHEZENEERE. MOTTHRVER T +EMHFEFPRAEH T, ATERENAER.

1.3 Normative references (B|FH#TE)

[RFC2119]

Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March
1997.
http://www.ietf.org/rfc/rfc2119.txt

[RFC3629]

Yergeau, F., "UTF-8, a transformation format of ISO 10646", STD 63, RFC 3629, November 2003
http://lwww.ietf.org/rfc/rfc3629.txt

[RFC5246]

Dierks, T. and E. Rescorla, "The Transport Layer Security (TLS) Protocol Version 1.2", RFC 5246, August
2008.

http://lwww.ietf.org/rfc/rfc5246.txt

[RFC6455]

Fette, |. and A. Melnikov, "The WebSocket Protocol", RFC 6455, December 2011.
http://www.ietf.org/rfc/rfc6455.txt

[Unicode]

The Unicode Consortium. The Unicode Standard.
http://www.unicode.org/versions/latest/

1.4 Non normative references (EFRIEEIH)

[RFC793]

Postel, J. Transmission Control Protocol. STD 7, IETF RFC 793, September 1981.
http://lwww.ietf.org/rfc/rfc793.txt

[AES]

Advanced Encryption Standard (AES) (FIPS PUB 197).
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

[DES]

Data Encryption Standard (DES).
http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf
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111

112

113
114

115

116
117
118

119

120
121
122
123

124

125
126
127
128

129
130
131
132

133

134
135
136

137

138
139

140

141

142
143

144

145

146
147

148

149

150
151
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[FIPS1402]

Security Requirements for Cryptographic Modules (FIPS PUB 140-2)
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf

[IEEE 802.1AR]

IEEE Standard for Local and metropolitan area networks - Secure Device ldentity
http://standards.ieee.org/findstds/standard/802.1AR-2009.htm|

[1S029192]

ISO/IEC 29192-1:2012 Information technology -- Security techniques -- Lightweight cryptography -- Part 1:
General
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=56425

[MQTT NIST]

MQTT supplemental publication, MQTT and the NIST Framework for Improving Critical Infrastructure
Cybersecurity
http://docs.oasis-open.org/mgtt/mqtt-nist-cybersecurity/v1.0/mqtt-nist-cybersecurity-v1.0.html

[MQTTV31]

MQTT V3.1 Protocol Specification.
http://public.dhe.ibm.com/software/dw/webservices/ws-mqgtt/mqtt-v3rl.html

[NISTCSF]

Improving Critical Infrastructure Cybersecurity Executive Order 13636
http://www.nist.gov/itl/upload/preliminary-cybersecurity-framework.pdf

[NIST7628]

NISTIR 7628 Guidelines for Smart Grid Cyber Security
http://www.nist.gov/smartgrid/upload/nistir-7628_total.pdf

[NSAB]

NSA Suite B Cryptography
http://www.nsa.gov/ia/programs/suiteb_cryptography/

[PCIDSS]

PCI-DSS Payment Card Industry Data Security Standard
https://www.pcisecuritystandards.org/security standards/

[RFC1928]
Leech, M., Ganis, M., Lee, Y., Kuris, R., Koblas, D., and L. Jones, "SOCKS Protocol Version 5", RFC
1928, March 1996.
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164
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http://www.ietf.org/rfc/rfc1928.txt

[RFC4511]

Sermersheim, J., Ed., "Lightweight Directory Access Protocol (LDAP): The Protocol", RFC 4511, June
2006.

http://www.ietf.org/rfc/rfc4511.txt

[RFC5077]

Salowey, J., Zhou, H., Eronen, P., and H. Tschofenig, "Transport Layer Security (TLS) Session
Resumption without Server-Side State", RFC 5077, January 2008.

http://www.ietf.org/rfc/rfc5077.txt

[RFC5280]

Cooper, D., Santesson, S., Farrell, S., Boeyen, S., Housley, R., and W. Polk, "Internet X.509 Public Key
Infrastructure Certificate and Certificate Revocation List (CRL) Profile”, RFC 5280, May 2008.

http://www.ietf.org/rfc/rfc5280.txt

[RFC6066]

Eastlake 3rd, D., "Transport Layer Security (TLS) Extensions: Extension Definitions”, RFC 6066, January
2011.

http://www.ietf.org/rfc/rfc6066.txt

[RFC6749]

Hardt, D., Ed., "The OAuth 2.0 Authorization Framework", RFC 6749, October 2012.
http://lwww.ietf.org/rfc/rfc6749.txt

[RFC6960]

Santesson, S., Myers, M., Ankney, R., Malpani, A., Galperin, S., and C. Adams, "X.509 Internet Public
Key Infrastructure Online Certificate Status Protocol - OCSP", RFC 6960, June 2013.
http://www.ietf.org/rfc/rfc6960.txt

[SARBANES]

Sarbanes-Oxley Act of 2002.
http://www.gpo.gov/fdsys/pkg/PLAW-107publ204/html/PLAW-107publ204.htm

[USEUSAFEHARB]

U.S.-EU Safe Harbor
http://export.gov/safeharbor/eu/eg_main_018365.asp

1.5 Data representations (HIERIE)
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192
193

194

195
196

197

198
199

200

201
202
203

204

205
206
207
208

209

210

211

212
213

214
215

216

217
218
219
220
221
222
223
224
225

226
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MQTT 1 3.1.1 Fh Bl BN 57 anz
1.5.1 Bits (%)

FHAE—A 7 PER RN bIt7~bit0”. Bit7 & IR AL, Bit0 2T Y ERARAL .

1.5.2 Integer data values (BRI IE(E)

BOPONEE, 16bit KimHET: M TR A . XANEMEE, —> 16bit 17, EMZ T R HUN:
“MSB’, BRBE—1 “LSB’.

1.5.3 UTF-8 encoded strings(UTF-8 f#f%FY)

bl R S, R AUTF-8 745” o UTF-8 & — M aadnfiiy, 23Tk ASCI g4,
FE A N LR HEAE .

N, HEWNDT I SKERZ NS, iR UTF-8 4l w47 3 51714, B FE
Figurel.1 UTF-8 gmtd =i g tadiiid . A0k, AEH 745 5 /NG BREI . A&5 1745 5 R/ Re i IS 65535
bytes.

Each of these strings is prefixed with a two byte length field that gives the number of bytes in a UTF-8
encoded string itself, as illustrated in Figure 1.1 Structure of UTF-8 encoded strings below. Consequently
there is a limit on the size of a string that can be passed in one of these UTF-8 encoded string
components; you cannot use a string that would encode to more than 65535 bytes.

BrRARSI AT U], AN UTF-8 i 1) 745 H W] LAEE | 0 21 65535 715 AT K

Figure 1.1 Structure of UTF-8 encoded strings

Bit 7 6 5 4 3 2 1 0
byte 1 String length MSB
byte 2 String length LSB
byte 3 .... UTF-8 Encoded Character Data, if length > 0.

UTF-8 % i 745 £f s K w47 88, 22 R AP UTF-8 52 LIS — S v .

R X s AN U + D800 A U+ DFFF [ Z i ki A4 AY o 3 SR — AN e 55 & A 2 sl 1) — Nl B
(P9 252 — AN A U UTF-8, A2 6 1 I 2 B %2 .

—/N UTF-8 it 47 8 AN AT A & — AN F24F U+000 4. AN RBRE] 7 — DNIXFEREmI 4, W%
VA X 28 A 2%

The character data in a UTF-8 encoded string MUST be well-formed UTF-8 as defined by the Unicode
specification [Unicode] and restated in RFC 3629 [RFC3629]. In particular this data MUST NOT include
encodings of code points between U+D800 and U+DFFF. If a Server or Client receives a Control Packet
containing ill-formed UTF-8 it MUST close the Network Connection [MQTT-1.5.3-1].

A UTF-8 encoded string MUST NOT include an encoding of the null character U+0000. If a receiver

(Server or Client) receives a Control Packet containing U+0000 it MUST close the Network
Connection [MQTT-1.5.3-2].

HAEARLZ AL E Unicode %5, FI7E NI .
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228

229
230

231
232
233
234
235

236
237

238
239
240
241

242

243

244

245
246
247

248

249
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U+0001..U+001F control characters
U+007F..U+009F control characters

WR—A s (KumsaE R4 Bi— N Eda, BE&Mi] (U+0001..U+001F.
U+007F..U+009F ) , ¥ M 48 5 42 .

it R € XAE Unicode #YE, HAEFFT (1. U+OFFFF)
Code points defined in the Unicode specification [Unicode] to be non-characters (for example U+OFFFF)

—/) UTF-8 457 51“OXEF OXBB OxBF"— E.#f# 13t 4“U+FEFF ("ZERO WIDTH NO-BREAK SPACE")",
Tl B ILTER — A5 e, AR b 2, sl i — MBS R .

A UTF-8 encoded sequence OXEF 0xBB OxBF is always to be interpreted to mean U+FEFF ("ZERO
WIDTH NO-BREAK SPACE") wherever it appears in a string and MUST NOT be skipped over or stripped
off by a packet receiver [MQTT-1.5.3-3].

1.5.3.1 Non normative example (SZ#1)

B, — PR A, KERT T A, JRHER—A U+2A6DA(RZR — MUY AT B)BURIS T -

For example, the string A which is LATIN CAPITAL Letter A followed by the code point
U+2A6D4 (which represents a CJK IDEOGRAPH EXTENSION B character) is encoded as
follows:

Figure 1.2 UTF-8 encoded string non normative example

Bit 7 6 5 4 3 2 1 0

byte 1 String Length MSB (0x00)

0 0 0 0 0 0 0 0
byte 2 String Length LSB (0x05)

0 0 0 0 0 1 0 1
byte 3 ‘A’ (0x41)

0 1 0 0 0 0 0 1
byte 4 (OxFO0)

1 1 1 1 0 0 0 0
byte 5 (OxAA)

1 0 1 0 1 0 1 0
byte 6 (Ox9B)

1 0 0 1 1 0 1 1
byte 7 (0x94)

mqtt-v3.1.1-0s
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251

252

253
254
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iR fF

+ATARA

1 0

0

1

0

1.6 Editing conventions (Z##B#HE)

F R G R AAR AN TE S, AR BEE A A SR AR R R B AR
Text highlighted in Yellow within this specification identifies conformance statements. Each conformance

statement has been assigned a reference in the format [MQTT-X.x.x-y].
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260

261

262
263

264

265

266

267

268
269

270
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2 MQTT Control Packet format (MQTT ##]|&#=)

2.1 Structure of an MQTT Control Packet (MQTT #4454

MQTT Prl TAR @A — &5 MQTT #Zhil, M E& e F il X E A 7 iX et .
—/> MQTT il =N s, — B I #4730

Figure 2.1 — Structure of an MQTT Control Packet

Fixed header, present in all MQTT Control Packets
W5 2k, FEILAE P AT 1) MQTT Fitilf B it

Variable header, present in some MQTT Control Packets
ARk, 74 MQTT #2462 Bl

Payload, present in some MQTT Control Packets
HEE CHRETHED , HIFEA Y% MQTT 2  H i .

2.2 Fixed header ([EE:3k)

Each MQTT Control Packet contains a fixed header. Figure 2.2 - Fixed header format illustrates the fixed
header format.

BN MQTT il A i & — ANl e Sk .

Figure 2.2 - Fixed header format ([&&k#R)

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type Flags specific to each MQTT Control
MQTT #il ek ! Packet type
HAAZIEA MQTT 2 KR
byte 2... Remaining Length (&K &)

2.2.1 MQTT Control Packet type(MQTT =il JH)
frE: byte 1, bits 7-4.
YEJ9—A 4bit TR S (A, XLAES T T

Table 2.1 - Control packet types

Name (&#) Value (fE) Direction of flow Description
CHERRLTT 1D GER)
Reserved 0 Forbidden (Z%1k) Reserved ({##)
CONNECT 1 Client to Server (£ | Client request to connect to Server (iR — AN EZ B S4%)

mqtt-v3.1.1-0s
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271

272

273

274
275

276
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ﬁ E"hﬂ.’{\

E)iFE )
CONNACK 2 Server to Client Connect acknowledgment(FZE#HfiA)
R 45 253 430D
PUBLISH 3 Client to Server Publish message (EAiiHE)
or
Server to Client
XA
PUBACK 4 Client to Server Publish acknowledgment (& Aiffiil)
or
Server to Client
XA
PUBREC 5 Client to Server Publish received (assured delivery part 1)
or RATEC G BB 13850
Server to Client
PUBREL 6 Client to Server Publish release (assured delivery part 2)
or RATEETL (i€ A s 2 3893
Server to Client
PUBCOMP 7 Client to Server Publish complete (assured delivery part 3)
or RATTERN i B4 Es 3 #570)
Server to Client
SUBSCRIBE 8 Client to Server Client subscribe request
AT B R
SUBACK 9 Server to Client Subscribe acknowledgment
ARIEETRIN
UNSUBSCRIBE 10 Client to Server Unsubscribe request
SESART S
UNSUBACK 11 Server to Client Unsubscribe acknowledgment
SESARTIEIN
PINGREQ 12 Client to Server PING request
PING i3k
PINGRESP 13 Server to Client PING response
PING 1 J37
DISCONNECT 14 Client to Server Client is disconnecting
Leniti W
Reserved 15 Forbidden Reserved

2.2.2 Flags (#3&)

Byte 1 [ # bits[3-0]7F l;E/#JmkW@,

®ig 221 “frg” H, 2
B LR P M 28 1 2

MET 4.8, R

mqtt-v3.1.1-0s
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277

278
279
280
281
282

283

284
285
286

287
288
289
290

291
292

293
294
295

296
297

Table 2.2 - Flag Bits

Control Packet Fixed header flags Bit3 | Bit2 | Bitl Bit 0
CONNECT Reserved 0 0 0 0
CONNACK Reserved 0 0 0 0
PUBLISH Used in MQTT 3.1.1 DUP! | QoS? | QoS? | RETAINS
PUBACK Reserved 0 0 0 0
PUBREC Reserved 0 0 0 0
PUBREL Reserved 0 0 1 0
PUBCOMP Reserved 0 0 0 0
SUBSCRIBE Reserved 0 0 1 0
SUBACK Reserved 0 0 0 0
UNSUBSCRIBE Reserved 0 0 1 0
UNSUBACK Reserved 0 0 0 0
PINGREQ Reserved 0 0 0 0
PINGRESP Reserved 0 0 0 0
DISCONNECT Reserved 0 0 0 0

DUP! = Duplicate delivery of a PUBLISH Control Packet (—A> “/&#i” 43 fill 40 ) 5 & & 4D
QoS? = PUBLISH Quality of Service ( “kAi” I QoS)

RETAIN3 = PUBLISH Retain flag ( “ &Af" IR H b &

AHEZT 3.3.1, X DUP. QoS il RETAIN *mﬁﬁéﬁi%i&

2.2.3 Remaining Length (FEI&KE)

Position: starts at byte 2.
frE: M byte2 Ff.

“FIRKIEZ” (Remaining Length) 24817 BT RRWFIHHNE, BSHIEE AT H K" FH
Bk (payload) o FlRKFEACEH TSR RKEER T (FIRKE, *T% 1) J5 2 m] AR 3 JE SR AT S
R, A E 2K . (The Remaining Length does not include the bytes used to encode
the Remaining Length.)

RIRKSER TS, HI— DRGSR, A RyiE, &5 127,

BORWME, Wb R RbE Rty . B — N s B R, JF HoA s bit 2 kR R A 2
BEBSMNFT. () o FENFRLEE 128 ME, AI—NEArE. FRKE, R2MFE
&4 N T,

Non normative comment (Z4)
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298 B, —NEF 64 (HHEED H TSRO — AN (BositdlE 0x40) o kR By 321
299 (=65+2*128) #igmid AT,

300 BN, & 65+128, AniRN 193, ERE A TRRED AR 5 AT IR IR
301 H2;

302

303 Non normative comment (3$4])

304 FOVF R R da AL Rk /N ik 3] 256MB (268,435,455) R~ FikZ: OxFF, OxFF, OXFF,
305 OX7F

306 Table 2.4 F/R T FIRKEEFRFZIEIE M.

307  Table 2.4 Size of Remaining Length field

Digits From To

1 0 (0x00) 127 (Ox7F)

2 128 (0x80, 0x01) 16 383 (OxFF, OX7F)

3 16 384 (0x80, 0x80, 0x01) 2 097 151 (OxFF, OXFF, Ox7F)

4 2 097 152 (0x80, 0x80, 0x80, 0x01) 268 435 455 (0xFF, OxFF, OxFF, OX7F)
308
309 Non normative comment (Z4)
310 DSk, XTI ER OO, BN KE G
311 do
312 encodedByte = X MOD 128 (R4)
313 X = X DIV 128 (B
314 // if there are more data to encode, set the top bit of this byte
315 if (X>0) /11117 (X KF 128)
316 encodedByte = encodedByte OR 128 ///////// (&AL
317 endif
318 'output’ encodedByte
319 while ( X > 0 )
320
321 MOD RELIZH, KRG CiEH),
322 DIV BHFR(/ CiEE
323 OR ik (| CIEH).
324
325 Non normative comment
326 G ) AR AR B
327 multiplier = 1
328 value = @
329 do
330 encodedByte = 'next byte from stream’
331 value += (encodedByte AND 127) * multiplier

mqtt-v3.1.1-0s
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multiplier *= 128
if (multiplier > 128*128*128)
throw Error(Malformed Remaining Length)
while ((encodedByte AND 128) != @)

AND # i1 5iz5 (& CiEF).
MEVEEER, value WA RIS K ERIE.

2.3 Variable header (A[ZS3L3044)

MQTT il [ — LR M A0 5 al AR Bk o AT 5 v 2 SRR B AR ) oy A8 Sk i A AR o T- 126
Ao A AT AR S IXCBAE LA LR B AR
The Packet Identifier field of variable header is common in several packet types.

2.3.1 Packet Identifier (B#FR%F)

Figure 2.3 - Packet Identifier bytes

Bit 7 6 5 4 3 2 1 0
byte 1 Packet Identifier MSB (L FRiRE17)
byte 2 Packet Identifier LSB (3R 1R{EAL)

FIASH SR O A IR Z R O, W 2 AR bR IR 2 AT AR X ]
PUBLISH (where QoS > 0), PUBACK, PUBREC, PUBREL, PUBCOMP, SUBSCRIBE, SUBACK,
UNSUBSCRIBE, UNSUBACK.

SUBSCRIBE, UNSUBSCRIBE, and PUBLISH (in cases where QoS > 0)4% il {44 2 f0 & JE % 16bit flix
W BFIR— AR RIE A BB AR, © %I e S BLLA 24 1T AR SR RSN

SR — A2 B R — MR IR A, b BUE AR G AR, ET P ER M,

TEL Ui AL FE T AN N B R L 2 S5 iZEER GAR IR AT AT T E .

7t QO0S1PUBLISH HIfEHL T, XFRH)Z& PUBACK; fE QoS 2 15#L T, & PUBCOMP. XIT SUBSCRIBE
ALRAT, XM )2 SUBACK Bi# UNSUBACK.

[FIRE RS L E T RS 48, 4fth /&K i% PUBLISH, QoS>0 Y.
W — QoS {H 4 0 i PUBLISH 1, 25168 —AMubnif.
A PUBACK, PUBREC &# PUBREL 8 %418 & —/MEF P EARR, ERZ AT PUBLISH 8.2 B KIEH —

. [Aff: SUBACK 1 UNSUBACK 44 kR, L SUBSCRIBE #1 UNSUBSCRIBE 17 241
BRIV A
A AR FE I

Table 2.5 - Control Packets that contain a Packet Identifier

= BIRR
CONNECT NO
CONNACK NO

mqtt-v3.1.1-0s
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363
364

365

366
367
368

369
370

371
372
373
374
375

376

377
378

379

380

r]IIf )““

MQTT #7E 3.1.1 A EHi%

ﬁ +F.|"7§l(+.’{\

Non normative comment (Z41)

PUBLISH YES (If QoS > 0)
PUBACK YES
PUBREC YES
PUBREL YES
PUBCOMP YES
SUBSCRIBE YES
SUBACK YES
UNSUBSCRIBE | YES
UNSUBACK YES
PINGREQ NO
PINGRESP NO
DISCONNECT NO
ity FH R 55 A 3L 73 HARRRF. HE5RE,
BATHe.

2 -JIR 55 A AT LAASE AR R 0GR IR R 2 5 9 & A5

It is possible for a Client to send a PUBLISH Packet with Packet Identifier 0x1234 and then
receive a different PUBLISH with Packet Identifier 0x1234 from its Server before it receives a

PUBACK for the PUBLISH that it sent.

U Client 7EI R H & H [ Packet Identifier 0x1234 [#] PUBACK 2 Fi2c 352 — /MRS 24 Sk 11
Packet Identifier 0x1234

Client

PUBLISH Packet Identifier=0x1234---->
&--PUBLISH Packet Identifier=0x1234
PUBACK Packet Identifier=0x1234---->
€< --PUBACK Packet Identifier=0x1234

2.4 Payload (J§ 844

—L MQTT =Hl B EWEEME, (EAEMNERENED, =S . XEHA T, PUBLISH 2
N B

bk 2.6 P T EH AR IR

Control Packet Payload
CONNECT Required
CONNACK None
PUBLISH Optional
PUBACK None

mqtt-v3.1.1-0s
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PUBREC None
PUBREL None
PUBCOMP None
SUBSCRIBE Required
SUBACK Required
UNSUBSCRIBE Required
UNSUBACK None
PINGREQ None
PINGRESP None
DISCONNECT None

mqtt-v3.1.1-0s
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394

395
396

397
398

399

400
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3 MQTT Control Packets (MQTT ##il4)
3.1 CONNECT - Client requests a connection to a Server

(CONNECT-& ¥ B —MMERE R RS2
E—ANMKIEREZ G, AN 5 A% B R S5 #% 1 $E /b 02 — 4~ CONNECT 5.

| AN H AR ik — X CONNECT . AR #sun R 228 — Ik CONNECT, 1EN—ANhsGER, Wifre
BEZT 48GE, KT REAERE.

RSB 2w R AT E — AN K, e TR Zmbr i, Wl topic, Will Message,
User Name and Password.

{H A — AN AR R A T IR, AT AL ZE T 7] 489 B Sk ) FLAG HH TR & .
3.1.1 Fixed header (FEZEHEL)

Figure 3.1 — CONNECT Packet fixed header (CONNECT i) [ & B3K%)

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (1) Reserved
0 0 0 1 0 0 0 0
byte 2... Remaining Length

FAKEAE Remaining Length field
Remaining Length s& A A87H B3k (10 745 BIKEEI L BRI R . gmftd )7 AE T Y 2.2.3 ik

3.1.2 Variable header (T[22 23L)
R AN AR S A HE UL IR AN B TR gl SR SRS .

3.1.2.1 Protocol Name (¥MY4ZFR)

Figure 3.2 - Protocol Name bytes

Description 7 6 5 4 3 2 1 0
Protocol Name
byte 1 Length MSB (0) o|lo|lo|lo|o|o0o]|] o] oO
byte 2 Length LSB (4) 0 0 0 0 0 1 0 0
byte 3 ‘M’ o|l1]|o0|o0]|1]|1|0]1
byte 4 0 1 0 1 0 0 0 1
byte 5 T 0 1 0 1 0 1 0 0

mqtt-v3.1.1-0s
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406

407
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409
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412
413
414
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416

417

418
419
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421

422

423
424

425

426

427
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MQTT M5 3.1.1 FR Bl a ﬁ +AETARZA
0 1

byte 6 T 0 1 0 1 0 0

The Protocol Name is a UTF-8 encoded string that represents the protocol name “MQTT”, capitalized as
shown. The string, its offset and length will not be changed by future versions of the MQTT specification.

PHAFR A UTF-8 4afid =, RICNIMLARR “MQTT”, KPR, XAFH, Mk &MKEA LB
HEARK MQTT HIFRAAAL T AZ L -

IR FREE R, RS AR T RE S W IT i, B AT RE ] A b4 240 B CONNECT . 7E)5 —Fi i
UL, 55 aRAREk S AL B 5 A MVEAH —BUH) CONNECT #iflifl. (XAJH mAE)

If the protocol name is incorrect the Server MAY disconnect the Client, or it MAY continue processing the
CONNECT packet in accordance with some other specification. In the latter case, the Server MUST NOT
continue to process the CONNECT packet in line with this specification [MQTT-3.1.2-1].

Non normative comment (Z4])
Packet inspectors, such as firewalls, could use the Protocol Name to identify MQTT traffic.
SRR, B kEE, AT RS A B A AR MQTT A8if.

3.1.2.2 Protocol Level (BMMXZEZ%)

Figure 3.3 - Protocol Level byte

Description 7 6 5 4 3 2 1 0

Protocol Level

byte 7 Level(4) olo|lo|lo|]o|1]o0]o0

8bit LR MEME, FRILZu I iUEiTg . 3.1.1 HHUEIE 2 4 (0x04) . HIRARGBAIRHZLIHIN
WA, Server MM CONNECT A, [HAK—4 CONNACK &, 4i%AH 0x01 (ATHEZHHiE
5, NRSBLWFER.

3.1.2.3 Connect Flags( &R )

BERAR RS RESH TR MOQTT BUBEEAT v, M i fa X Lere il B 2 A7 7E
The Connect Flags byte contains a number of parameters specifying the behavior of the MQTT
connection. It also indicates the presence or absence of fields in the payload.

Figure 3.4 - Connect Flag bits #4451R bits

Bit 7 6 5 4 3 2 1 0
User Name Password | Will Retain Will QoS Will Flag Clean Reserved
Flag Flag Session
byte 8 X X X X X X X 0

mqtt-v3.1.1-0s
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Comect Flag, FEBERFIS, IR JsHB. B AABIREARIIFE . 5
AR

Clean Session,Will flag, Will Qos, Will Retain #2455+ T CONNECT 8 Bk ik
E/‘jo

Clean Session: 0 i%%ﬁﬂ%ﬂ IE EI/‘JE:F HLH‘JT@% T ’ %B/Agﬁ-?ﬁ/ﬂ\:g:fﬁ% E(J ”ﬁ :%\ ’ ﬁﬂ%
FLHEFIERT,  RREX Sy B s .

1RSI, RonB R —UGER, TS L CLRT AE R

E;m\o

Will Flag, 778 W2 P HLLE AN SR 7E & 1% DISCONNECT 4 B rp by, Hhin 10 5%
&%, BEeE N 1, EOREAL . I H N H A WillQos A1 WillRetain 1 2% E, JHE
1ZISEPEI’J Topic Fil MessagelD tH 221 &, SeRankAE TR, BEEAL,

will Qos, fE CONNECT dEIEH1H I N E, —MunHEesiR T WillFlag, 4XA
P B HEFRIH,

will ReTAIN:  [A]FE7E CONNECT H, WIRFriR T WillFlag, 54 Lefi th— g Z AR IR

usename flag #1 passwordflag, FHRARIHE S AN SA& 4L - fEe, Rf
WIRT, HERR I P 2RSS G R, Rl ﬁ%ﬁﬁfﬁﬂﬁﬁ):‘%zef/\
IR

JIR 5% a6 2556 E CONNECT i (i (R AR IR B NE 1, WRANE, WWITiZ% 5 i

Clean Session (JF&£sif)
Position (fz8) : bit 1 of the Connect Flags byte. (iE#:brIH 7511 bitl)
4 bit $8 R TR A AL B

B S AR 55 4 T LAAEA 2 WK, DUEAE I 2E R e 1) vh 4R S 3E AT AT SE T S A% . Befr ] Tl 21
WAz o

R CleanSession # %A 0, IR S 2 AR FF S & IER, T Ui i0RES (B bmbr iR mF i

B o WREE S bR RSB 208, RS 28 BRI — AR 1E . & AR 55 S L A7t 2
W, WP J. EWITEEREY 5, RS 251E CleanSession & B 4 0. 1K 5528 W ZAEA# 75 4 QoS1 1
QoS2 W B M UCEAEAMIIT B, LEWTTF IS [RI/E N2 TR G — 3% 7 . Wl fef7 6% QoS0 MR, FT#H
[l i

mqtt-v3.1.1-0s
Page 27 of 85



460
461

462
463
464

465
466
467

468
469

470

471
472

473
474
475

476
477

478
479
480
481
482
483
484
485
486
487
488
489
490
491
492

493
494

495
496
497

498
499
500
501

~{f“ > Il
0 O
MQTT 135 3.1.1 i SC % [ ) ﬁ A

R CleanSession W B4 1, M&LumfiRS 35U a1EF 2 Al 1E, FFiE— MR . Session BRI 45 EE:

ESEo

—HEIT ] . Session REEIEEE AL VT R 1) Session T HUFTE ] o

If CleanSession is set to 1, the Client and Server MUST discard any previous Session and start a new
one. This Session lasts as long as the Network Connection. State data associated with this Session

MUST NOT be reused in any subsequent Session [MQTT-3.1.2-6].

Session IRASTEE &K ufi, AT dl k.

¢ QoS 1 and QoS 2 messages which have been sent to the Server, but have not been completely
acknowledged.

o  ARUKIEFIRSS L QoS 1 1 QoS 2K E, IRKEA M TS “HiC kT,

¢ QoS 2 messages which have been received from the Server, but have not been completely
acknowledged.

o ZmiTWEIN QoS 2R, (HALERAH e RS R Cali s

Session IRASTELEZeur, UL R 2k

o HMFRLIBIRERZTM, &kt LIfEE. (The existence of a Session, even if the rest of the
Session state is empty)

o LRI B

o WIRIZEFIANGN QoS 1 Ml QoS 2 W K., [HAEEA WHINCLHERZ,
e QoS 1 and QoS 2 V¥ & 1S5 1514 4 21| £ iy

o PERAN KK QoS 2V, (HEEEA TN AR .

o ik: QoS 0 VM. LA B £ I .

Retained 5 /2 AN BER & TOIRES MR IEAE IR 45 A5, Ol BRas

E"HE 4.1

B, RTINS K TEIR AR .

24 CleanSession # X BN 1 I, 23l 5% ds AN 75 2 A TR (9 5 Sh B
When CleanSession is set to 1 the Client and Server need not process the deletion of state atomically.

Non normative comment (Z4)

To ensure consistent state in the event of a failure, the Client should repeat its attempts to
connect with CleanSession set to 1, until it connects successfully.

NEARTE R AE BRI — BURIRAS, B R H B 24K cleansession 8 153, HREZ KD,

Non normative comment(Z441)

— A OLR, iR — Bl CleanSession & N 0, Hi# CleanSession &N 1, IEM
MEZ B RA . XANRFRET MR . — A% CleanSession B N 1, B ASEZIH
(YN S, I B 0T B BT b 8, bR RN At R KRR B BT OCEM . — AN %, A
CleanSession # & 1,0, /H%xél%%ﬁﬁﬁﬁﬁﬂﬁﬁﬁﬁﬁfﬁﬂﬁ QoS1 #(# QoS2 H E.. IJH:, A

mqtt-v3.1.1-0s
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THRIRAZZ RS, BIMERBERBTITE WK, 7 ZHE QoSl s QoS2 [ CleanSession X &
N 0.

Non normative comment(Z4)

M%) CleanSession B E Jy 0 I, AlAH 4 T 2R AR 55 23 AE M W T 2 JE T3 AR R R A AR 2 15 AR
Ao A R Tl — BN ] & R PR SS 4, BERERT, H4E CleanSession K& N 0.

R E S AT, 44 CleanSession B A 1, 3 HMWrF4EE.

3.1.2.4 Will Flag (Will $7i8)
frE: HEEARRE bit2

PRFFIEH AZIMNT, RS SR ARG & P fiE . 2% P ulid &% DISCONNECT yH B IE & Wi Iris, will
I

R Will Flag % & 1,4875 Connect iR & R, — A WIll 14 B AUF R E RS o5, JF B 5 M2 se
AR UMBEREREH M, Wil 15 S kA . BRAEIRSS #5052 DISCONNECT 4L, Will i B4 k5%
AR .

Will 4 2R A I DL, AR T
o N IO HER, B WL IO R 5 AN B -
o TELRFFEUE IR APy, — A2y s il 12 R W
o (EBA YL KI%E DISCONNECT WHIRIHRE N, £ 5% P 0 45 B 1
o HHTUMMERR, RS HSOCH T M IESE.
#h7E

will topic 1 will message BREIIERE, HEMEEEIRSHINES | SREERERIIINEHIRA
#5iX£% message EHEMAY topic, EEFEAIE , will topic F1 will message HRRXTHI , FEIX
MigE will flag, MNEFERFI/RBXDIERE , WAEFIRE will retain,

W WillFlag FriRBEE A 1, T Will Qos #1 Will Retain

If the Will Flag is set to 1, the Will QoS and Will Retain fields in the Connect Flags will be used by the
Server, and the Will Topic and Will Message fields MUST be present in the payload [MQTT-3.1.2-9].

The Will Message MUST be removed from the stored Session state in the Server once it has been
published or the Server has received a DISCONNECT packet from the Client [MQTT-3.1.2-10].

If the Will Flag is set to 0 the Will QoS and Will Retain fields in the Connect Flags MUST be set to zero
and the Will Topic and Will Message fields MUST NOT be present in the payload [MQTT-3.1.2-11].

If the Will Flag is set to 0, a Will Message MUST NOT be published when this Network Connection ends
[MQTT-3.1.2-12].
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The Server SHOULD publish Will Messages promptly. In the case of a Server shutdown or failure the
server MAY defer publication of Will Messages until a subsequent restart. If this happens there might be a
delay between the time the server experienced failure and a Will Message being published.

3.1.2.5 Will QoS

PLE: bit 4-3

Will QoS Fridi SR 1% B 2% F it i BRI, ARSS 4% 15 Will 18 B RIAS AT s 2 Will Y5 5 1 N 21
%2 i %) CONNECT W B B i7F Scifn BIES .

XPA bits T
Position: bits 4 and 3 of the Connect Flags.

These two bits specify the QoS level to be used when publishing the Will Message.

If the Will Flag is set to 0, then the Will QoS MUST be set to 0 (0x00) [MQTT-3.1.2-13].

If the Will Flag is set to 1, the value of Will QoS can be 0 (0x00), 1 (0x01), or 2 (0x02). It MUST NOT be 3
(0x03) [MQTT-3.1.2-14].

Position: bits 4 and 3 of the Connect flags byte. GEEAREFTTHIEAFIBM . )
DRI P R AR T T g — P Will messagesE LAEWIll QoS BeHi#QoSZ . Will
message i & X £CONNECT messagefijpayloadr . (A connecting client specifies the QoS level in

the
Will QoS field for a Will message that is sent in the event that the client is disconnected involuntarily.
The Will message is defined in the payload of a CONNECT message.)

iR EWIll flag, Will QoS 7 BUZ Sl P , 757 U b FY) fECHE R 206

Will QoS fy{Ei/2 0 (0x00) , 1 (0x01) , or2 (0x02) ; ZEILf#iff 3 (0x03)
2 BT RAS Y PRSI A7 AR O RS o B2 AR R R B 1 o

3.1.2.6 Will Retain
LB : Connect Flag (GEFEFRIN) FTHIEE 5 4L
SR Will WS BB R 24 WIll AT, 3XAS bit il BB 7R .

3 will Flag ¥ &~ 0, 1 will Retain Flag 220 % & W%

15 Will Flag %84 1:
Wi Retain #{ % BN 0, RS #8 620U A Will Message,  H&—/> non-retained message
W Retain # % BN 1, WIRS #8020 AR Will Message, Jf H&2—A retained message

If the Will Flag is set to 0, then the Will Retain Flag MUST be set to 0 [MQTT-3.1.2-15].
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If the Will Flag is set to 1:

o |If Will Retain is set to 0, the Server MUST publish the Will Message as a non-retained message
[MQTT-3.1.2-16].

e |f Will Retain is set to 1, the Server MUST publish the Will Message as a retained message
[MQTT-3.1.2-17].

3.1.2.7 User Name Flag(F /7 £ HwiR)
Position: bit 7 of the Connect Flags.
A7 E: Connect Flag 55 -E17;
Witk User Name Flag % &8 0, WITEW Bk, HFP #2528,
WA User Name Flag W& 8 1, NWITEWE SRS, A 2002,

3.1.2.8 Password Flag
Position: bit 6 of the Connect Flags byte.
fiE: Connect Flag &5 6 fir;
W Password Flag 1 E 4 0, WIFETH E/AH, it 23,
Wik Password Flag W &4 1, WEHEEAEF, 2 B0AT2 .
WMARH P 2bR A2 0, WIS FR IR Zi 2 O

K EUser Nametriz, User Name - BLE ik, #3NiUser NamefJ{E & oy, ke
Passwordtrids, Password7Br@imiiltEny, 7lPasswordf{E & TCRr) . a5 A ik EUser Name,
2 fitPassword /2 JTo 31

3.1.2.9 Keep Alive

Figure 3.5 Keep Alive bytes

Bit 7 6 5 4 3 2 1 0
byte 9 Keep Alive MSB
byte 10 Keep Alive LSB

Keep Alive J&—/NLL—Fp B fmr(alfal kg . I 16bit Fhsi, 5o e — Ml fl “Faatei
AR R A )RS . Keep Alive J2 i St fRiE 28 o il (K I A2l i Keep Alive 1)
fH.

UBREM , EXRSHBRNEFHELCEEN S AR BEERB. —BREABRSSELSRERRUEFIHMN
KREERE , T2 TCP/IP tMUEEM OBk HI(LL 0 FF /5 SOCKET 9 SO_KEEPALIVE #£3), —f&k
W, E—MOBERA , BEFBAR - PINGREQ HE RS S |, BRE85IEE PINGRESP B A , =&
—ROBRE , #MERFT —R. BEEFHIEREORRRE , £XMAE TCP/IP iH OERE , %, 161
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AANFT , IFEM—PNERFSH short XEME, |FAE, 2716-1 = 65535 % = 18 /pet, H/IMEAM
N0, RREFLIRAWIT. —MIRN/LD , LS 0BER R 300 #

FEVAT Rk FAt i hl L g o, i b ik ik PINGREG 1, fREFOBE. 1255452 ping iERGE%
i%—1 PINGRESP 75 &,

i ] LEEAE RN %1 K 3% PINGREQ, it Keep Alive 18, f#if] PINGRESP <46 & W 2% 5l # IR 55 28 & 5 4E
TAE.

R Keep Alive [H2AEFN], FFHMRSEAE DB FA Keep Alive Ji A AN, LAUHTIT M 2%
B, NS IER ORI

WL TE K% —A PINGREG 2 J&, %A% 3] PINGRESP, /N 1% 1M 4% 3% H: B ik 55 4% o

R¥FAEE Keep Alive, 2B A7 KM keep alive HLHIMIALR . BER, ERXMBEILT, WMFBATEARNE
RO T 5% P X 2%

TR Mg as il B 2 im AN, sE ARSI, MR VFWIT &0, BRiE, ZLinft KeepAlive {H P4
ISz o

Non normative comment (J&41)

Keep Alive HI5EbME, RHEMARRPRIER; FHERENLS8. BRKER 18 /M 12 454
15 #,

3.1.2.10 Variable header non normative example (AJ3&iH Bk, 6]

Figure 3.6 - Variable header non normative example (AIZRVE B3k, sEfD

Description 7 6 5 4 3 2 1 0
Protocol Name
byte 1 Length MSB (0) o|lo|o|lo|o]|]o|oO]oO
byte 2 Length LSB (4) 0 0 0 0 0 1 0 0
byte 3 ‘M 0 1 0 0 1 1 0 1
byte 4 ‘Q 0 1 0 1 0 0 0 1
byte 5 T 0 1 0 1 0 1 0 0
byte 6 T 0 1 0 1 0 1 0 0
Protocol Level

Description 7 6 5 4 3 2 1 0
byte 7 Level (4) o|lo|lo|lo|o|1]0]oO

Connect Flags
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User Name Flag (1)
Password Flag (1)
Will Retain (0)

byte 8 Will QoS (01) i1 /1]0|0|21]1|1]0
Will Flag (1)
Clean Session (1)

Reserved (0)

Keep Alive (10 #%)

byte 9 Keep Alive MSB (0) 0 0 0 0 0 0 0 0

byte 10 Keep Alive LSB (10) ( 0 0 0 0 1 0 1 0

3.1.3 Payload (KB, B HEM)

CONNECT Bk, B& —AuiE ZAKERTE NS 8], fEn] A8k Bt Flag #H47 R0l .
By, SR ILE, L AUE A 1D, Wil bREE, Will 98, P ARR, BT
CATNE P SmtEE 17— HE— PR IRAF, Will Topic, messagefliUser Namerfl1%# id{d ]

3.1.3.1 Client Identifier (£ D)
i 1D (Clientld) FriH, 2% RS2 HME—FriN. Clientld SZH T4 MRS 5%, Fril3EE, fhfe
e 2 MR 5 % 2 (B MQTT 41, Clientld DAZiAFEAE, WZIFETH BRI — NI E . Clientld 24202
UTF-8 #wfd, 1.5.3 mHCOLE L. RS WU RV ClientiDs £ 1 ] 23 MFEAizial, 3 HREEFH
Char"0123456789abcdefghijkimnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ", IR 45 %% Al B8 7014
ClientD #id 23 NMEH gL, RS 75T GE R 1F ClientlD B8 F4AFA L DL FiX s,

FNUTFgRISH PR R & ambniRss (Client ID) SR T IRI23 N FAFCRE, & i 21 AR 55 i O I
IR BRI & S GRS a R ME [, RAEALEEQOS I LAN2HIH S ID Y %
o WRE P ImIDEE230F4F, MRS dihCONNECTIH S, iid—CONNACK, iR[EIf42: FRiRfy
AR

JIR 5545 T Be VF— A it — > ClientID, KBy 0 5745, (HRUWIRAEE, WSS a0 Uy — Mk
THOLHEAT XA, [ 2Tl — M E— 1) ClientlD 453X %3 . A ZALFRIZ AN MRF 1 ClientID ) CONNECT
e

R AR At —A 0 77 ClientID, A Z04E CleanSession W& A 1.
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665
666

667
668

669
670

671

672
673

674

675
676
677

678
679

680

681
682

683
684
685
686
687

688

689
690

691

692
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R iRt — 0 75 ClientlD, 3 H3® CleanSession #8750, MRS 28044101 % CONNECT —4
CONNACK & [a], 3R [HIfY A 0x02 (ARiRIELE) , [FIN; o H 2% %4

LR 45 4446 44 Clientld, — 5 /i@t CONNACK 0x02 (Effidi), 201X CONNECT

Non normative comment (S245])
—/NE P SEBLAT DA A —ANBENL clientld 32— N TR 77k IR R IER, N R
cleansession % &5 0.
3.1.3.2 Will Topic
ik Will Flag &9 1, W Will Topic St fE T — M E . Will bRl Zie UTF-8 b #7 8, 1E 1.5.3
ETOLHR T .

3.1.3.3 Will Message (Will {§8)

IR Wil bRIREBEE N 1, will 2R 2 T B AR . WIVERE LT RATHIRATNE R . X873 H
PIA TR EA . BT B, will 2R, 04, s 27T KRS i R 1
B NIRRT 2 FHTH 74

FBIAECONNECTH S P Will Message /2 UTF4iAdY, =4 A AT Will Topic{U (U2 IH R 7T 8k
B, MAZET ISR I, 1ZH B A 4 7R ASCIT 4 o

3.1.3.4 User Name (FHF74%)

WR User Name Flag & 5 1, Il UserName i 2 4 & HELTEYE B4R . B P 25402 UTF-8 4ifild.
C] T MRS a3 AT B A B EA A o

A EUser Namebril, @& F—PUTFIRISH) 747 Hf o User namels HiE = P 47, ATHT
SISt AP B AR FREEE D, ARSI R, N T A ECREIMQTT V3L
VB, [FEELRemaining Length =Bt 5E T User NamefbriH.

IR 55 s A e SL % B User Namebr iR T REME, {H 2User Name g £ i IETEBk /Do X2 AR,

N SR ELIE Rz .

3.1.3.5 Password (Z3)

WIR % Flag #1841, 1 Password — & HEL{EW S4& . Password %% [0 427 0~65535 771, A
AMFENATHRKE. (XMKERAEEZHARIREE 7D

Figure 3.7 - Password bytes

Bit 7 6 5 4 3 2 1 0
byte 1 Data length MSB
byte 2 Data length LSB
byte 3 .... Data, if length > 0.
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712
713

714
715
716

717
718

719
720

721
722

723

724

725

MQTT #7E 3.1.1 B %

.~ O
3.1.4 Response (FfN.)

FERL, MRd5as vl RESCRE 2R bl CRLESEERRRACH) MQTT B30 fEMHIR TCP #2147, I JL At 45 i o
WR MRS ZRE T PO MQTT3.1.1, N 238 F SR B T o

1. WRARSARAEMEE 2 f5— BN, %E#EZE CONNECT &, MRS R iZRMEE.
2. HRE5ERLZIGUE CONNECT &, WHRAFFEER, WIAKIE CONNACK I M 4 .

3. MRo5asmlfeke s CONNECT WA Z, e Tt — B RS, I BT B AR AR & . dn R
XU AP RERIN, AT AE A — & 2 A AEE D ) CONNACK Mg B (3.2 FEifiid) , I H A2 oe 4l i
KIER.

WURBSERY), MRS 289047 DU AR
1. Wik ClientlD AAFE—A %, CEIEEIIRS S, WK 20U XA DA A7 1 23 .
2. 5528 ZikbH#E—A CleanSession.
3. AR5 ELZIRI%E— A CONNACK A& —AN 0 R [A144,
4. FFUEW BRI, I HARFR OBk .

B 24 ®) CONNECT .

2 Fo VEAL B A0k JA SERE R AL, fE %1% CONNECT 25

23 75 254 CONNACK £, M Server KT Ki. WH RS #5E4 CONNECT, fthZk 1k Ab FE 2 i & % 1)
{8, 71X CONNECT 2 5 f.

Non normative comment (S241)

i — 2% F CONNACK 3, {HJ2 a1 & un fEAh #2100 2 CONNACK 2 i, At AR H B2k
IEFEHIAL . i RT AE AL R S, AN R AS 25 M A BE IR S — A

L XMB L, IBLELEAR I E] CONNACK 0 2 Bl A th 25 FO%d,  an SR RSsSB4k 52, A
eSS Y S

3.2 CONNACK — Acknowledge connection request GEZIILE|ZE#E
R

CONNACK i, ZAR&a8RIEMNE, mNFIR R CONNECT . 2 — MRS 2% ik B 2 ufi 1) 32 )
£, A CONNACK i,

IR BT ] — D CONNACK £, FERUE I [RI Py, ZimBiZ o0 46 i . —A> “ 2L IR [a]
Bk N2 R P 38 A At 1 It O S R

3.2.1 Fixed header (FEEHEL)

Figure 3.8 - CONNACK Packet fixed header

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet Type (2) Reserved
0 0 1 0 0 0 0 0

byte 2 Remaining Length (2)
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MQTT M5 3.1.1 FR Bl a m +AETARZA
1

0 0 0 0 0 0 0

Remaining Length field (FRI&KE)
AR RCREKE, X T CONNACK i, [i € 2 2

3.2.2 Variable header (AJ3834 E3L)

Figure 3.9 — CONNACK Packet variable header

Description 7 6 5 4 3 2 1 0
Connect Acknowledge Flags Reserved Sp?
byte 1 0 0 0 0 0 0 0 X
Connect Return code
byte 2 X X X X X X X X

3.2.2.1 Connect Acknowledge Flags
Byte 1 is the "Connect Acknowledge Flags". Bits 7-1 are reserved and MUST be set to 0.

Bit 0 (SP?) is the Session Present Flag.
T L RN AR, T 7-1ORE, IR HABAUKE N 0.
T 0 (SPL) Zxif IR,

3.2.2.2 Session Present (£ H3)

Position: bit 0 of the Connect Acknowledge Flags.
fiE: Connect Acknowledge Flags )75 0;

R AR 55 2RI —ANiERE, JF H CleanSession % & 1, NIARSS %% 4ZifE CONNACK # & Session
Present NZ%E, G2z #ME CONNACK AL H R i%—A 0 iR [A]65 .

W R 5 252U — > CleanSession ¥ B4 0 (iR, 26 R HLH 3 E EBOR T RS 22 B A6 2 THIR S
T4t &0 ID. IR ARS8 C A TRIRAS, JF HAB I E 216 BN 1, 76 CONNACK i 41
H,

USRNSSR 2R, ] Session Present WA Zii%E N 0. (& 7 % & — 0 3R [A155 ) CONNACK

i,

This is in addition to setting a zero return code in the CONNACK packet

Session Present flag i i — > LA Zum MRS 48 2 W2 BAE —N—Hmgn, KT RS
Session RZ.

— H—A~ Session WG E TEM, W—A & f7fig Session JRA, F 2 B IR S 83 R R 2 7 1
Session KA. EXANHEMS, &) Session Present AN Z I 1ME, ALk #EabFE Session
B W B, 2] LA 3F Session R4S, i IR 55 25 &5 -5k 4% . 5Bk Clean Session % & N
1, ARG HIRBIT.

R AR S5 28 K% — CONNACK &, & —M4EZEMIRERY, Wik E Session Present 24 0.
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ﬁ +F.|"7§l(+.’{\

3.2.2.3 Connect Return code (E#R [EFL)
TE R AR B Sk 8 AN

iR —
—/> CONN

R S5 A R A RIS SR R, B RSSA th TS AN RE AL HE, IR 55 A% 1% 2%

ACK f, dEFiR[E1Y, fEXANFREH,

U ARS8 A& — AN ARFIR IS, 2R A I 4 12

AV ES

Table 3.1 — Connect Return code values
Value Return Code Response Description
0 0x00 Connection Accepted Connection accepted
1 0x01 Connection Refused, unacceptable The Server does not support the level of the
protocol version MQTT protocol requested by the Client
2 0x02 Connection Refused, identifier rejected The Client identifier is correct UTF-8 but not
allowed by the Server
3 0x03 Connection Refused, Server unavailable | The Network Connection has been made but
the MQTT service is unavailable
4 0x04 Connection Refused, bad user name or | The data in the user name or password is
password malformed
5 0x05 Connection Refused, not authorized The Client is not authorized to connect
6-255 Reserved for future use

If none of the return codes listed in Table 3.1 — Connect Return code values are deemed applicable, then
the Server MUST close the Network Connection without sending a CONNACK [MQTT-3.2.2-6].

R BA IR

EREY I Sp S

3.2.3 Payload

CONNACK

%A payload.

EH), MRS RAM L, It HA K iE CONNACK.

3.3 PUBLISH - Publish message (RAGiHE)

PUBLISH =il 0, W& umiilsnissds, s ks s

3.3.1 Fix

ed header (BEIEHEL)

Figure 3.10 — PUBLISH Packet fixed header

i, RN IR .

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (3) DUP flag QoS level RETAIN
0 0 1 1 X X X X
byte 2 Remaining Length
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784
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788
789

790
791
792

793
794
795

796

797
798

799

800
801
802

803

804

3.3.1.1 DUP
Position: byte 1, bit 3.
e BB— s =1 bit

W DUP # W E N 0, Mth$g~: X2 —IK, KimalE ke a2 k1% MQTT PUBLISH B. R DUP
WEN L, WRRXGERE S, SE 2 E LR,

WREEAE, N DUP LR EAN 1. I QoS N 0L, DUP LAiE N 0.

24 PUBLISH iBid ik &5 #8525 1T 4%, DUP RI{EKEH PUBLISH AA&tif&4i. DUP fE4t &) PUBLISH 4
th, ST TR PUBLISH 41, Al i 4E 4 Fi6 2540 % 1K) PUBLISH A2 A & B 2 AL %

Non normative comment (S241)

The recipient of a Control Packet that contains the DUP flag set to 1 cannot assume that it has
seen an earlier copy of this packet.

Vel @R ¥, 4 DUP WY 1, RERES CABH TR AUE G a4,

Non normative comment (S24])
HENZA: & DUP SHEHIAEXY, MIEEHIEANETHIMNAHEE. SAH QoSL i, &¥mAMm
# PUBLISH B B H KA AR Z BT, {H2 DUP fniR2 0, FEFEAAHKERIR. &
231 BEEZHEBRTERNR.
3.3.1.2 QoS
frE: FE—AFH, bit2-1.
XA 7 B 48 7~ N T 2 AR S 280 PRI

Table 3.2 - QoS definitions

QoS value Bit2 | bitl Description
0 0 0 | At most once delivery (% —%)
1 0 1 At least once delivery (£/b—)
2 1 0 | Exactly once delivery (& /b IERA A0
- 1 1 Reserved — must not be used

PUBLISH 2Z 1HTFIER QoS M bit (ViREN 1. MR RFZ /ML IRET —/ PUBLISH E , ILFFEN
QoShit NIREHN 1 , &R AMKIERE,

QoS level wEKHEER
QoS level 3 Quality of Service level WBEE , MZFERHP X , RERES R,
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MQTT 3.1 % 4E"4.1 Quality of Service levels and flows"E% /1 | NiFiL T EF B RS BN L
ARE, TATE, RAREHEIER , B RAXRIEREN , NiZ2RS LM PUBLISH HEET
HEX—SHERA M,

QoS level O

EZRE-R, RIEAER, RERINVER , tTHAEXR B REWE,

Client | Message and direction Server

PUBLISH Action: Publish message to subscribers then Forget

Qs=0| > Reception: <=1

HNRHEETEE , EXRUEARIE,
RERME , tkREND D,

QoS level 1

FiB QoS level 1 FEE AIZELEBRHIMN— 16 ALHEE ID,
SUBSCRIBE #1 UNSUBSCRIBE 54 £/ QoS level 1,
HXTHEMNAT , Qos level 1, EREEEE DR —

KIEBEE—BIHBEIAZEKTE PUBACKEE , KIXAEEZEEITHF DUBHRIEN 1, AREF XX
PUBLISH BB, FIt&SBUZWA ATaEL W EIF X PUBLISH BB, XN EF IR A ESIIRSBHER

bl

Client Mes_sagt_e e Server
direction
Actions:
oS=1
cDzup =0 PUBLISH . Storfe message .
Message ID=x | = ———————— > e Publish message to subscribers
. o Delete message
Action: Store message )
Reception: >=1
Action: Discard PUBACK
__________ Message ID = x
message <

HIRF B[ EA AT RENHER
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823
824

825

826

827

828

829

Ll

MQTT #75 3.1.1 Bl

Server Milsifzgt?oind Subscriber
QoS =1 Actions:
DUP =0 PUBLISH e Store message
Message ID = |  ———————— > e Make message available
X Reception: >=1
PUBACK
S Message ID = x

& (BFFm/ RS ) EAMMRERZRTE PUBACK HE , 2BREM KX PUBLISH EE |, F&t
B DUP #RIEH 1, KBRS J/NS  XURLSBRSHFBIESHE , BERE , broker ( RS
) RHHEEIITHE (2SHTHAERRIESHEE ) , RABFRIE—&K PUBACK BIVERIIRH &,

FASFER , HFAURRI MQTT KRR 24 - ERAVER ID —EE —Bigis — & ¥/ i 2 al Il
WEE ID REE/ESH

B-HTEBTLER , HE—EIET,

QoS level 2

{RFE PUBLISH X EHEHHI , ERETZLEHEM AL ID,
RAE , BEEHBRLE , BHRFR T EHER—

LB HRER , Client -> Server A , 28— NEFHR :

Client Mes_sagt_e A Server
direction
Action(a) Store message
QoS =2
DUP =0 PUBLISH or
MessageID=x | = ————————— > Actions(b):
Action: Store message e Store message ID
e Publish message to subscribers
PUBREC
C— Message ID = x
Actions(a):
PUBREL e Publish message to subscribers
MessageID=x |  ___ S e Delete message
or
Action(b): Delete message ID

mqtt-v3.1.1-0s
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Client Mes_sagt? AL Server
direction
Action: Discard PUBCOMP _
message ) — Message ID = x
Server -> Subscriber :
Server M?jsif:cgt?oind Subscriber
QoS =2
DUP =0 PUBLISH .
Message D= | = ——————— > Action: Store message
X
PUBREC
) — Message ID = x
Message ID = PUBREL Actions:
o T 2 e Make message available
PUBCOMP
 C— Message ID = x

Server mXEMW AR aMb , BEETAREEEN , ARMLEEE, BMHFEZE— |, Server isBC
RE. BLELEXIB—HAR , #EE QoS level 2 HUCEET , 2T HW, &—HREERIIF MM
BIVEHE  ANRIE—XEEBHIANEEER , LEED ( QoS level 2 ) HEITE,

3.3.2 EmF

HEIMFL2ZUHZRENEE , BN TRS[BEF , YARIEHEEERERENEINNRENFT BT —
. Bl |, £ QoS level 2 EXKIEEH , PUBREL 4 PUBLISH 7 E & HEMNIRF &%

Client | Message and direction | Server

PUBLISH 1
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Client

Message and direction

Server

PUBREC 2

FzhE B (in-flight messages)#k

EAWA-MARIENKER :

ﬁ +F.|"7§l(+.’{\

o {EVENHE(In-flight) &1 1 v, BAMEIEFE T —MRITIRZ AT 7E K. X ORIETH B DRSS HIIFF

it

o TEWBNHE(in-flight) KT 1 W&,

3.3.2.1 RETAIN
Position: byte 1, bit 0.
FrE: 5—NF191 bito

retain

TR, BHAEL, A0E; A A E & IR,

HBETE QOS level A PRIEH B

WH RETAIN % &N 1, W PUBLISH i & un K iE 2B R552s, RS 28 620076 N TH B AIE ) QoS, Fr
DUAth AT DA A% 3 38 B 32 FRO 3T ) 1 1% T R T e
2 —ANHTOVT S, U RS R B AR SR DA 2R 2 B A DT IE ) 32 A2 BRI T B o o
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AR R S5 S — A~ QoS Oy 0 HUTHEL, JIFH RETAIN ARiRB I E Sy 1, A6 5040 55 B A 1) 2 1 O B A
Al MRZATRERT QoSO YIS, AF I KXt N E A PR BT ., (SR AT REEFRARATIN 2 Z 584, AN IXAS
KT, B0 TR TR UERAT R AT S -

HEEN 41, BL2HERTHERS.

M55 28 K iE— PUBLISH 3| — AN Zum i, k5540 B RETAIN A 1, Y8 E#AERR—DHIT
Ba g AR S #% . 24 PUBLISH (. Ak B & omisf, 21K E RETAIN 4 0, FAESILECE . —MT
Bel, TR R SR e B .

WA MAERERE RN LM R BA R 1R A B AR IR IR S B, JRRIEAE
P 5T B VCEC A £ A PR . 46, ATAR HAA A [E] 35 8 44 FR AT AT B B AR B VS S A Bk, IF Bz
BT AR PO R R EIE B . “IEW 7 BWREEIE % P i B R bl , & A 15
H. —NOFWHREHEE, by rs.

& i R IE 25 AR 4525 1) PUBLISH f A 4 RETAIN & 0, ARG 8825 1L A7 2, 2R IER B B o4
HHIREHEE.

Non normative comment (S241)
KA A 7 sk IR B, Retained W2 21 F .
—ANHOT B B SRR RS

Remaining Length field (fREKE)
AR R SR B I B A

H B BIR A

£ MQTT tHiXs , PUBLISH B EEELEP RETAIN /R , REN 1 TERBESH[EZTEZXARFIHES |
M IEFTHY PUBLISH B %,

NFHAN, &#F—% PUBLISH BHE , RSSBTEERELEHTMNITHAE , HEFMNITHEE (new
subscriber , EH#EZITH T HEEX R Topic name ) 25 L8 EI#X,

Tip: FRERMITHZE, RSB —A RETAIN flag = 1 (HEHEE, A&
ISR

3.3.3 Variable header (A28 23L)
TR Bk A, FEARR, AR

3.3.3.1 Topic Name(E L FK)
FEATRbRR,  FEEIR K ARG BE. (AR IR S AREE kA 5 B, D
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The Topic Name identifies the information channel to which payload data is published.

THEFRRBRAAFR, WAZE PUBLISH BRI T AR K U2 — My B . A 202 UTF-8 g%, fE% T 1.5.3 &

25 Lo

PUBLISH i, ff) 3= @ 42 R A 1140, & @ B A5 4

PUBLISH 1) 3= 44 PR B IR 55 8 IR 45 0T ) (1) 2 g, A ZBIDCBCTT Bl ) R JE A%, AR ULEC G R AL EE.

B, HTRGSHERVFEEESS, FrlliX >34 PRATREA 2 554G PUBLISH A, 5L [ 4 AH 8] 3@ 44 75
3.3.3.2 Packet Identifier (G2#iR)

7£ PUBLISH 1, QoS gl 18 2, WAFRRA SAAE. & 2.3.1 1t 2R EFEEX T AR,

3.3.3.3 Variable header non normative example (AJZ2{H BLs24))

Table 3.3 - Publish Packet non normative example (PUBLISH &541)

Field Value

Topic Name a/lb

Packet Identifier 10

Figure 3.11 - Publish Packet variable header non normative example (PUBLISH a2z B 3kst
iy

Description 7 6 5 4 3 2 1 0
Topic Name
byte 1 Length MSB (0) 0 0 0 0 0 0 0 0
byte 2 Length LSB (3) 0 0 0 0 0 0 1 1
byte 3 ‘a’ (0x61) ol1|1|l0]0]o0]|O0]1
byte 4 ‘I' (OX2F) 0 0 1 0 1 1 1 1
byte 5 ‘b’ (0x62) 0 1 1 0 0 0 1 0
Packet Identifier

byte 6 Packet Identifier MSB (0) 0 0 0 0 0 0 0 0
byte 7 Packet Identifier LSB (10) 0 0 0 0 1 0 1 0

3.3.4 Payload (J§E4)

TR S ERAT RN T . Bl 0 A AR RS E TR R . T8 BRI B T DE I i 78 i
e b T A K P - B 25 T AR Sk (K R T 5. PUBLISH A AL 55— 0 KB A B A /2 A3 241
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3.3.5 Response (F)
Table 3.4 - Expected Publish Packet response

QoS Level Expected Response
QoS 0 None
QoS1 PUBACK Packet
QoS 2 PUBREC Packet

3.3.6 Actions (4T3h)
2y A il PUBLISH (0 R3S FAFR BB S-48, FT-40 R B AR UTICT B T (&0

J 55 #4248 PUBLISH &, A NHATTE B BN ILRCTT BRI & i . 35h, 55 48 7T sefs a5 2 OV BRI A,

AT B I IS, BOEACAT, AR ILAINE DUE . Aum T B AT REE R, AT 1 2 AT HEDLAC
ZAIERS . FERXMEOLT, IR 55 4% 24 fan i S22 28 o BT A UL E 1T 13 2% P K i) QoS, T 1
DL TR AT B2 25 ) QoS

Wt & I EnE LR T QoS gk, (R 4.3 k.

UER AR 55 FA FCVFBEAL— A & 5 AT ) PUBLISH; RS54 50 IMZE AN A o & b A — AR AR
BN, IRIEIEH K QoS BN, BRI I 25 .

3.4 PUBACK — Publish acknowledgement (PUBLISH Et#iA)
PUBACK fi1/& QoS=1 ] PUBLISH 1% .

3.4.1 Fixed header (FEEHEL)

Figure 3.12 - PUBACK Packet fixed header

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (4) Reserved
0 1 0 0 0 0 0 0
byte 2 Remaining Length (2)
0 0 0 0 0 0 1 0

Remaining Length field (F&£KE)
This is the length of the variable header. For the PUBACK Packet this has the value 2.
AR SIS, X T PUBACK ki, —HE2& 2.
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3.4.2 Variable header (TJ25% &E3L)

This contains the Packet Identifier from the PUBLISH Packet that is being acknowledged.
{44 PUBLISH 2 1D ##:Yiffiik

Figure 3.13 — PUBACK Packet variable header

Bit 7 6 5 4 3 2 1 0
byte 1 Packet Identifier MSB
byte 2 Packet Identifier LSB

3.4.3 Payload (J§E#)

The PUBACK Packet has no payload.
PUBACK #5471 S 4.

3.4.4 Actions (f73h)

This is fully described in Section 4.3.2.
FTERRIRIET T 4.3.2

3.5 PUBREC - Publish received (QoS 2 publish received, part 1)
PUBREC (QoS AN 2PUBLISH J§ B HEIHIN, H—HM

A PUBREC Packet is the response to a PUBLISH Packet with QoS 2. It is the second packet of the QoS
2 protocol exchange.

PUBREC /& QoS /v 2 [fJ PUBLISH ELI\MA RN . X A& Q0S A 2 I HMMAS #1158 — £
3.5.1 Fixed header (FEHEL)

Figure 3.14 — PUBREC Packet fixed header

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (5) Reserved
0 1 0 1 0 0 0 0
byte 2 Remaining Length (2)
0 0 0 0 0 0 1 0

Remaining Length field
This is the length of the variable header. For the PUBREC Packet this has the value 2.
AR RS K, X T PUBREC K, —HZ 2.

3.5.2 Variable header (W25% E.3L)
PUBLISH # #U il 1D
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Figure 3.15 — PUBREC Packet variable header

Bit 7 6 5 4 3 2 1 0
byte 1 Packet Identifier MSB
byte 2 Packet Identifier LSB

3.5.3 Payload (JH B /%)
B B
3.5.4 Actions (Eh{E)

SEREHAEE T 4.3.3.

3.6 PUBREL — Publish release (QoS 2 publish received, part 2)
PUBREL-PUBLISH B (QoS=2 ffj PUBLISH £k %, %%

PUBREL fi/& PUBREC [J#HN . fih/2& QoS2 P A8 i i 25 =M.

3.6.1 Fixed header (B EL)

Figure 3.16 — PUBREL Packet fixed header

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (6) Reserved
0 1 1 0 0 0 1 0
byte 2 Remaining Length (2)
0 0 0 0 0 0 1 0

PUBREL # il i B & H Bk K Bit3, 2,1,0 #4rE, HEWMEEN 0010, RS2 DFACEL A HANE
R A P P 48 % 42 .

Remaining Length field (F&KE)
This is the length of the variable header. For the PUBREL Packet this has the value 2.
FIAKIEHR 2, RN Bk K

3.6.2 Variable header (W25 E.3L)

The variable header contains the same Packet Identifier as the PUBREC Packet that is being
acknowledged.

ATAR Y S A A R (40 1D Ak 21 PUBREC {3 —H

Figure 3.17 — PUBREL Packet variable header

Bit 7 6 5 4 3 2 1 0

mqtt-v3.1.1-0s
Page 47 of 85




974

975
976

977
978

979

980

981
982

983

984

985

986
987
988
989

990

991
992

993

994

e IR
@ O
MQTT #38 3.1.1 ik a m AT A4

byte 1 Packet Identifier MSB

byte 2 Packet Identifier LSB

3.6.3 Payload (JHE#)
AT A,
3.6.4 Actions (EE)

SERAMIREE T 4.3.3,

3.7 PUBCOMP - Publish complete (QoS 2 publish received, part 3)

PUBCOMP-PUBLISH 58/ (Qo0S=2 f¥] PUBLISH &Ik IE =4

The PUBCOMP Packet is the response to a PUBREL Packet. It is the fourth and final packet of the QoS
2 protocol exchange.

PUBCOMP 21 PUBREL ff]. & QoS=2 thilAZ#ef 5 Iut, WEfE —1 -

3.7.1 Fixed header ([H5%E3L)

Figure 3.18 — PUBCOMP Packet fixed header

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (7) Reserved
0 1 1 1 0 0 0 0
byte 2 Remaining Length (2)
0 0 0 0 0 0 1 0

Remaining Length field
This is the length of the variable header. For the PUBCOMP Packet this has the value 2.
FIRKEH R BHE R, T PUBCOMP FARKE—HZ 2.

3.7.2 Variable header (H[Z%E3L)

The variable header contains the same Packet Identifier as the PUBREL Packet that is being

acknowledged. (RJ7A8yH 8 Sk & 40 AL 1D A0 3] 1) PUBREL fAFF—%0

Figure 3.19 - PUBCOMP Packet variable header

Bit 7 6 5 4 3 2 1 0
byte 1 Packet Identifier MSB
byte 2 Packet Identifier LSB
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3.7.3 Payload (J§BEf&)
The PUBCOMP Packet has no payload. (%7 W &)

3.7.4 Actions
This is fully described in Section 4.3.3. (&7 4.3.3 52 #i#id)

3.8 SUBSCRIBE - Subscribe to topics (SUBSCRIBE-i] i /%)

The SUBSCRIBE Packet is sent from the Client to the Server to create one or more Subscriptions. Each
Subscription registers a Client’s interest in one or more Topics. The Server sends PUBLISH Packets to
the Client in order to forward Application Messages that were published to Topics that match these
Subscriptions. The SUBSCRIBE Packet also specifies (for each Subscription) the maximum QoS with
which the Server can send Application Messages to the Client.

BB BN I SR B RS 4%, AN — sl T BT B M — A 20 i 0 — > EelE 24
T 55 1) i AOE R AT L, AR A AT B VT B IZ LT 15 A A ) A b R RE e R R A R 44
fi. SUBSCRIBE Xt FHREAMT BOK U, #5E HR K QoS, AR 55 a8 mT LAACIE R I 12 31 4 g

3.8.1 Fixed header (FEHEL)

Figure 3.20 — SUBSCRIBE Packet fixed header

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (8) Reserved
1 0 0 0 0 0 1 0
byte 2 Remaining Length

Bits 3,2,1 and 0 of the fixed header of the SUBSCRIBE Control Packet are reserved and MUST be set to
0,0,1 and 0 respectively. The Server MUST treat any other value as malformed and close the Network
Connection [MQTT-3.8.1-1].

SUBSCRIBE [ 2 #H 5 31 Bit3. 2. 1. O VUf7{REE, 1% E AN 0010. ) 55 4% 05 Z03E HAR B N A /2 Wi TE
18, FHIRHML,

Remaining Length field (FI&KE)
This is the length of variable header (2 bytes) plus the length of the payload.
APARYH RSk 2 AT, B BRI .

3.8.2 Variable header

The variable header contains a Packet Identifier. Section 2.3.1 provides more information about Packet
Identifiers.

AR RS ID, B 23 1 IREEZE RS T ID.

3.8.2.1 Variable header non normative example (HJ 2% B.3Ls241)
Figure 3.21 shows a variable header with Packet Identifier setto 10. (2 ID % & 10)
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Figure 3.21 - Variable header with a Packet Identifier of 10, Non normative example

Description 7 6 5 4 3 2 1 0
Packet Identifier
byte 1 Packet Identifier MSB (0) 0 0 0 0 0 0 0 0
byte 2 Packet Identifier LSB (10) 0 0 0 0 1 0 1 0

3.8.3 Payload (J§E4%)

SUBSCRIBE {71 SR T80 g e 8 7s A, 2 AT b i) A8 3 i 8 A6 R A rh b 2
UTF-8 %, FEFEN 1.5.3 % o —MIRGF A N% SCRF A B ACAT 10 RS JE A%, FEZETT 4.7.1 75E o N
A FEA SR AEECAT 00 IS JEAS IR 5SS SUE LT A S B BT I IE A . R I DB AR E A —
/Ml fit Requested QoS 717, Requested QoS v 1745 Hi Ik 554 AT LAA 3% B2 ¥ B 2 235 (¥ B KB QoS
fgnl. BF 4.8 =Y, HELHEMHRNER.

FE N KH QoS gt e — N irh, IRFEESED UTF-8 4ifid it M4 AR5 1, X% Topic Filter / QoS
XF, ST,

Figure 3.22 — SUBSCRIBE Packet payload format

Description 7 6 5 4 3 2 1 0
Topic Filter
byte 1 Length MSB
byte 2 Length LSB
bytes 3..N Topic Filter

Requested QoS

Reserved QoS

byte N+1 0 0 0 0 0 0 X X

EARTI R BORTEH, Requested QoS [ 6bit MEH . fREY, WLLEH: WRGREF1IES, 54 QoS
A 0,1,2 =AM, MRS # Zikb 3 SUBSCRIBE fEAMTEAL, 445 5% M I 2% 44k .

3.8.3.1 Payload non normative example (J§8/&sZ4))

Table 3.5 - Payload non normative example

Topic Name “alb”

Requested QoS 0x01

Topic Name “c/d”

Requested QoS 0x02
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Figure 3.23 - Payload byte format non normative example

ﬁ +F.|"7§l(+.’{\

Description 7 6 5 4 3 2 1 0
Topic Filter
byte 1 Length MSB (0) 0 0 0 0 0 0 0 0
byte 2 Length LSB (3) 0 0 0 0 0 0 1 1
byte 3 a’ (0x61) 0 1 1 0 0 0 0 1
byte 4 /' (0x2F) 0 0 1 0 1 1 1 1
byte 5 ‘b’ (0x62) 0 1 1 0 0 0 1 0
Requested QoS
byte 6 Requested QoS(1) 0 0 0 0 0 0 0 1
Topic Filter
byte 7 Length MSB (0) 0 0 0 0 0 0 0 0
byte 8 Length LSB (3) 0 0 0 0 0 0 1 1
byte 9 ¢’ (0x63) 0 1 1 0 0 0 1 1
byte 10 ‘I' (Ox2F) 0 0 1 0 1 1 1 1
byte 11 ‘d’ (0x64) 0 1 1 0 0 1 0 0
Requested QoS
byte 12 Requested QoS(2) 0 0 0 0 0 0 1 0
3.8.4 Response (M)
AR 55 AU Rk H 43 Y) SUBSCRIBE 4, 410 N —4 SUBACK . SUBACK 20 & Al R 6L

ID Al SUBSCRIBE {##F—%(, FfHAth 2 AUz,

ARSS 2% T AB 4% PUBLISH £, VCECITIY, fEARSS 28 &% SUBACK Z Rif.

5 IR %5 28450k 2] — > SUBSCRIBE 11, SUBSCRIBE 5% 7

pUR/E N

If a Server receives a SUBSCRIBE Packet containing a Topic Filter that is identical to an existing
Subscription’s Topic Filter then it MUST completely replace that existing Subscription with a new
Subscription. The Topic Filter in the new Subscription will be identical to that in the previous Subscription,
although its maximum QoS value could be different. Any existing retained messages matching the Topic
Filter MUST be re-sent, but the flow of publications MUST NOT be interrupted [MQTT-3.8.4-3].

Where the Topic Filter is not identical to any existing Subscription’s filter, a new Subscription is created

and all matching retained messages are sent.
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If a Server receives a SUBSCRIBE packet that contains multiple Topic Filters it MUST handle that packet
as if it had received a sequence of multiple SUBSCRIBE packets, except that it combines their responses
into a single SUBACK response [MQTT-3.8.4-4].

The SUBACK Packet sent by the Server to the Client MUST contain a return code for each Topic
Filter/QoS pair. This return code MUST either show the maximum QoS that was granted for that
Subscription or indicate that the subscription failed [MQTT-3.8.4-5]. The Server might grant a lower
maximum QoS than the subscriber requested. The QoS of Payload Messages sent in response to a
Subscription MUST be the minimum of the QoS of the originally published message and the maximum
QoS granted by the Server. The server is permitted to send duplicate copies of a message to a
subscriber in the case where the original message was published with QoS 1 and the maximum QoS
granted was QoS 0 [MQTT-3.8.4-6].

Non normative examples

If a subscribing Client has been granted maximum QoS 1 for a particular Topic Filter, then a QoS
0 Application Message matching the filter is delivered to the Client at QoS 0. This means that at
most one copy of the message is received by the Client. On the other hand a QoS 2 Message
published to the same topic is downgraded by the Server to QoS 1 for delivery to the Client, so
that Client might receive duplicate copies of the Message.

If the subscribing Client has been granted maximum QoS 0, then an Application Message
originally published as QoS 2 might get lost on the hop to the Client, but the Server should never
send a duplicate of that Message. A QoS 1 Message published to the same topic might either get
lost or duplicated on its transmission to that Client.

Non normative comment

Subscribing to a Topic Filter at QoS 2 is equivalent to saying "l would like to receive Messages
matching this filter at the QoS with which they were published". This means a publisher is
responsible for determining the maximum QoS a Message can be delivered at, but a subscriber is
able to require that the Server downgrades the QoS to one more suitable for its usage.

3.9 SUBACK — Subscribe acknowledgement

A SUBACK Packet is sent by the Server to the Client to confirm receipt and processing of a SUBSCRIBE
Packet.

A SUBACK Packet contains a list of return codes, that specify the maximum QoS level that was granted
in each Subscription that was requested by the SUBSCRIBE.

3.9.1 Fixed header

Figure 3.24 — SUBACK Packet fixed header

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (9) Reserved
1 0 0 1 0 0 0 0
byte 2 Remaining Length

Remaining Length field
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This is the length of variable header (2 bytes) plus the length of the payload.

3.9.2 Variable header

The variable header contains the Packet Identifier from the SUBSCRIBE Packet that is being
acknowledged. Figure 3.25 - variable header format below illustrates the format of the variable header.

Figure 3.25 — SUBACK Packet variable header

Bit 7 6 5 4 3 2 1 0
byte 1 Packet Identifier MSB
byte 2 Packet Identifier LSB
3.9.3 Payload

The payload contains a list of return codes. Each return code corresponds to a Topic Filter in the
SUBSCRIBE Packet being acknowledged. The order of return codes in the SUBACK Packet MUST
match the order of Topic Filters in the SUBSCRIBE Packet [MQTT-3.9.3-1].

Figure 3.26 - Payload format below illustrates the Return Code field encoded in a byte in the Payload.

Figure 3.26 — SUBACK Packet payload format

Bit 7 6 5 4 3 2 1 0

Return Code

byte 1 X 0 0 0 0 0 X X

Allowed return codes:

0x00 - Success - Maximum QoS 0
0x01 - Success - Maximum QoS 1
0x02 - Success - Maximum QoS 2
0x80 - Failure

SUBACK return codes other than 0x00, 0x01, 0x02 and 0x80 are reserved and MUST NOT be
used [MQTT-3.9.3-2].

3.9.3.1 Payload non normative example

Figure 3.27 - Payload byte format non normative example shows the payload for the SUBACK
Packet briefly described in Table 3.6 - Payload non normative example.

Table 3.6 - Payload non normative example

Success - Maximum QoS 0 0
Success - Maximum QoS 2 2
Failure 128
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Figure 3.27 - Payload byte format non normative example

Description 7 6 5 4 3 2 1 0
byte 1 Success - Maximum QoS 0 0 0 0 0 0 0 0 0
byte 2 Success - Maximum QoS 2 0 0 0 0 0 0 1 0
byte 3 Failure 1 0 0 0 0 0 0 0
3.10 UNSUBSCRIBE — Unsubscribe from topics
An UNSUBSCRIBE Packet is sent by the Client to the Server, to unsubscribe from topics.
3.10.1 Fixed header
Figure 3.28 — UNSUBSCRIBE Packet Fixed header
Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (10) Reserved
1 0 1 0 0 0 1 0
byte 2 Remaining Length

Bits 3,2,1 and 0 of the fixed header of the UNSUBSCRIBE Control Packet are reserved and MUST be set
to 0,0,1 and O respectively. The Server MUST treat any other value as malformed and close the Network
Connection [MQTT-3.10.1-1].

Remaining Length field
This is the length of variable header (2 bytes) plus the length of the payload.

3.10.2 Variable header

The variable header contains a Packet Identifier. Section 2.3.1 provides more information about Packet
Identifiers.

Figure 3.29 - UNSUBSCRIBE Packet variable header

Bit 7 6 5 4 3 2 1 0
byte 1 Packet Identifier MSB
byte 2 Packet Identifier LSB

3.10.3 Payload

The payload for the UNSUBSCRIBE Packet contains the list of Topic Filters that the Client wishes to
unsubscribe from. The Topic Filters in an UNSUBSCRIBE packet MUST be UTF-8 encoded strings as
defined in Section 1.5.3, packed contiguously [MQTT-3.10.3-1].
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The Payload of an UNSUBSCRIBE packet MUST contain at least one Topic Filter. An UNSUBSCRIBE
packet with no payload is a protocol violation [MQTT-3.10.3-2]. See section 4.8 for information about
handling errors.

3.10.3.1 Payload non normative example

Figure 3.30 - Payload byte format non normative example show the payload for the
UNSUBSCRIBE Packet briefly described in Table3.7 - Payload non normative example.

Table3.7 - Payload non normative example

Topic Filter “alb”

Topic Filter “c/d”

Figure 3.30 - Payload byte format non normative example

Description 7 6 5 4 3 2 1 0
Topic Filter
byte 1 Length MSB (0) 0 0 0 0 0 0 0 0
byte 2 Length LSB (3) 0 0 0 0 0 0 1 1
byte 3 ‘a’ (0x61) 0 1 1 0 0 0 0 1
byte 4 ‘/' (0x2F) 0 0 1 0 1 1 1 1
byte 5 ‘b’ (0x62) 0 1 1 0 0 0 1 0
Topic Filter
byte 6 Length MSB (0) 0 0 0 0 0 0 0 0
byte 7 Length LSB (3) 0 0 0 0 0 0 1 1
byte 8 ‘c’ (0x63) 0 1 1 0 0 0 1 1
byte 9 ‘/' (0x2F) 0 0 1 0 1 1 1 1
byte 10 ‘d’ (0x64) 0 1 1 0 0 1 0 0

3.10.4 Response

The Topic Filters (whether they contain wildcards or not) supplied in an UNSUBSCRIBE packet MUST be
compared character-by-character with the current set of Topic Filters held by the Server for the Client. If
any filter matches exactly then its owning Subscription is deleted, otherwise no additional processing
occurs [MQTT-3.10.4-1].

If a Server deletes a Subscription:
e |t MUST stop adding any new messages for delivery to the Client [MQTT-3.10.4-2].

e It MUST complete the delivery of any QoS 1 or QoS 2 messages which it has started to send to
the Client [MQTT-3.10.4-3].

e |t MAY continue to deliver any existing messages buffered for delivery to the Client.
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The Server MUST respond to an UNSUBSUBCRIBE request by sending an UNSUBACK packet. The
UNSUBACK Packet MUST have the same Packet Identifier as the UNSUBSCRIBE Packet [MQTT-
3.10.4-4]. Even where no Topic Subscriptions are deleted, the Server MUST respond with an
UNSUBACK [MQTT-3.10.4-5].

If a Server receives an UNSUBSCRIBE packet that contains multiple Topic Filters it MUST handle that
packet as if it had received a sequence of multiple UNSUBSCRIBE packets, except that it sends just one
UNSUBACK response [MQTT-3.10.4-6].

3.11 UNSUBACK — Unsubscribe acknowledgement GEiJHIA)

The UNSUBACK Packet is sent by the Server to the Client to confirm receipt of an UNSUBSCRIBE
Packet.

MRS58 Rk dh 23, Hiih—1 UNSUBSCRIBE fi.C & 430k .
3.11.1 Fixed header

Figure 3.31 - UNSUBACK Packet fixed header

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (11) Reserved
1 0 1 1 0 0 0 0
byte 2 Remaining Length (2)
0 0 0 0 0 0 1 0

Remaining Length field
This is the length of the variable header. For the UNSUBACK Packet this has the value 2.

RIRKIEN 2, BTSRRI,

3.11.2 Variable header (AJ2s3 E3L)

The variable header contains the Packet Identifier of the UNSUBSCRIBE Packet that is being
acknowledged. F] 427 2k B 5 BN AT UNSUBSCRIBE [t ID

Figure 3.32 —= UNSUBACK Packet variable header

Bit 7 6 5 4 3 2 1 0
byte 1 Packet Identifier MSB
byte 2 Packet Identifier LSB

3.11.3 Payload
The UNSUBACK Packet has no payload. % 4 844 .

mqtt-v3.1.1-0s
Page 56 of 85




1197
1198

1199

1200
1201
1202

1203
1204

1205
1206
1207
1208

1209

1210

1211

1212
1213

1214
1215

1216

1217
1218

1219

1220
1221

1222
1223

0 O
[ ) ﬁ AT A4

MQTT #iil 3.1.1 HF 3
3.12 PINGREQ - PING request (PING i)
The PINGREQ Packet is sent from a Client to the Server. It can be used to:
PINGREQ &% it K 45 il 95 4% T LA T

1. Indicate to the Server that the Client is alive in the absence of any other Control Packets being
sent from the Client to the Server (7E3#&AG H ARG T RS RS SBHE, SRR 2%, Kinid

HE, )
2. Request that the Server responds to confirm that it is alive. Cif>RARSS 25N, GRS 28 IETE
)

3. Exercise the network to indicate that the Network Connection is active. (M5 a] F$578)

This Packet is used in Keep Alive processing, see Section 3.1.2.9 for more details.
Keep Alive 4b#, ¥ 3.1.2.10

3.12.1 Fixed header (EEL)

Figure 3.33 — PINGREQ Packet fixed header

Bit 7 6 5 4 3 2
byte 1 MQTT Control Packet type (12) Reserved
1 1 0 0 0 0
byte 2 Remaining Length (0)
0 0 0 0 0 0

3.12.2 Variable header
The PINGREQ Packet has no variable header. (J%#H W453k)

3.12.3 Payload
The PINGREQ Packet has no payload. (&£ 74 B4

3.12.4 Response
The Server MUST send a PINGRESP Packet in response to a PINGREQ Packet [MQTT-3.12.4-1].
IR 5% %% A1 K 3% — > PINGRESP 1 v PINGREQ

3.13 PINGRESP - PING response (PING W)

A PINGRESP Packet is sent by the Server to the Client in response to a PINGREQ Packet. It indicates
that the Server is alive.

PINGRESP IR %% 2% K ik 45 253, /& PINGREQ AL N, ARidIRSS 2854 .

This Packet is used in Keep Alive processing, see Section 3.1.2.9 for more details.
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3.13.1 Fixed header (J#%E3k)

Figure 3.34 — PINGRESP Packet fixed header

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (13) Reserved
1 1 0 1 0 0 0 0
byte 2 Remaining Length (0)
0 0 0 0 0 0 0 0

3.13.2 Variable header
The PINGRESP Packet has no variable header. (PINGRESP ¥4 0] 4534 E.3k)

3.13.3 Payload
The PINGRESP Packet has no payload. (PINGRESP % i E4)

3.14 DISCONNECT - Disconnect notification (WiFF&EEEH)

The DISCONNECT Packet is the final Control Packet sent from the Client to the Server. It indicates that
the Client is disconnecting cleanly.

DISCONNECT & & uii R IK 25 AR 55 2 il 6 . A Fe7m £ IE7E Wi IR 55 2%
3.14.1 Fixed header (FEEHEL)

Figure 3.35 — DISCONNECT Packet fixed header

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (14) Reserved
1 1 1 0 0 0 0 0
byte 2 Remaining Length (0)
0 0 0 0 0 0 0 0

The Server MUST validate that reserved bits are set to zero and disconnect the Client if they are not zero
[MQTT-3.14.1-1].

3.14.2 Variable header
The DISCONNECT Packet has no variable header.¥& 45 7] 2574 B 3k

3.14.3 Payload
The DISCONNECT Packet has no payload. %7 4 5 /&
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3.14.4 Response (W)

After sending a DISCONNECT Packet the Client: 7t < i%—/~ DISCONNECT 4.2 i, %
e MUST close the Network Connection [MQTT-3.14.4-1].
o LSRR EKIESL
¢ MUST NOT send any more Control Packets on that Network Connection [MQTT-3.14.4-2].
o AEIEAEM LS EROEATAT ISR

On receipt of DISCONNECT the Server:#1k%| DISCONNECT 2 J5, %5 %:
D FATA WIll JH B, BRM4ATIERA X, FHEARMAE, WY 3.1.25
IR IR R SE MUK FET,  BLZ IR 4% &z
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4 Operational behavior #EHEKIT R

4.1 Storing state

It is necessary for the Client and Server to store Session state in order to provide Quality of Service
guarantees. The Client and Server MUST store Session state for the entire duration of the Session
[MQTT-4.1.0-1]. A Session MUST last at least as long it has an active Network Connection [MQTT-4.1.0-
2].

N T IR QoS TRIE, Zum AR 5543 A7 b BAF M 2 UIRAS . i 5 I 55 a2 L AUV BA 2 U A 2 TR
SR B LR A R OE I

Retained messages do not form part of the Session state in the Server. The Server SHOULD retain such
messages until deleted by a Client.

TREAME A B BUR ST 2 2 TIRES - RSS2 R OR B X 48 15 5 L 2 2 o 5 -

Non normative comment

|

The storage capabilities of Client and Server implementations will of course have limits in terms
of capacity and may be subject to administrative policies such as the maximum time that Session
state is stored between Network Connections. Stored Session state can be discarded as a result
of an administrator action, including an automated response to defined conditions. This has the
effect of terminating the Session. These actions might be prompted by resource constraints or for
other operational reasons. It is prudent to evaluate the storage capabilities of the Client and
Server to ensure that they are sufficient.

2 i MR 55 4 (0 ik A7 BE 0 2 JE AT IS AT T PR A1) 5 Al T2 B I 2 S 2 1) 2 T RS R B ORI 8] o A7 i 2
TORZS . 2 B BB AT R A 2 TR S @%H@ﬁm#%@ﬂ@icﬁﬁﬁAﬁ%m%ﬁﬁE@
M % Y58 IR ) S At A D A 3 R 2K ﬁﬁﬁ% 0 24 i FIR 55 4% R A7 A BE 0 BEAT T AELDR Al LA £
FAAHFEAE -

Non normative comment

It is possible that hardware or software failures may result in loss or corruption of Session state
stored by the Client or Server.

A IRIA ] B S BA AR F RS 1ERE Z KRB
Non normative comment

Normal operation of the Client of Server could mean that stored state is lost or corrupted because
of administrator action, hardware failure or software failure. An administrator action could be an
automated response to defined conditions. These actions might be prompted by resource
constraints or for other operational reasons. For example the server might determine that based
on external knowledge, a message or messages can no longer be delivered to any current or
future client.

28 3 IR 5% & (10— SBEVEAT N RWRAR 1 T8 BEVE SR AT B M AE BRSNS R R EBUR . &
PR ARAE AT VR PR 25 0 B 3 (80 R . BRURER ) i A A PR R R e A 2 SRR AR R 2 i,
JIR 55 A0 AU T AN AR AR ok, 5 AN PR RE G A% 3 B AR AT 24 T B0 2 5 10 % .

Non normative comment
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An MQTT user should evaluate the storage capabilities of the MQTT Client and Server
implementations to ensure that they are sufficient for their needs.

MQTT I/ Bixt MQTT ki MR 5% #8 A7 fifi RE U HEATPAl, AT A CRATATT RERS 78703 AL 2K .

4.1.1 Non normative example

Sl

For example, a user wishing to gather electricity meter readings may decide that they need to use QoS 1
messages because they need to protect the readings against loss over the network, however they may
have determined that the power supply is sufficiently reliable that the data in the Client and Server can be
stored in volatile memory without too much risk of its loss.

BT, AR A R R, TR GERI QoS B R, MM ZE ORI S8 AR AE M EE K.
SR, AT R ORAT T8 A2 3N 0 il A B v AR 55 v _E K, BB E R

Conversely a parking meter payment application provider might decide that there are no circumstances
where a payment message can be lost so they require that all data are force written to non-volatile
memory before it is transmitted across the network.

MR, —MEESE app T A # EORIEEAEME LT #ABRE R RIS EE . TRAMTZESRAE AL R L
ZHT, SRR P -

4.2 Network Connections

The MQTT protocol requires an underlying transport that provides an ordered, lossless, stream of bytes
from the Client to Server and Server to Client.

MQTT Pl FE—BEH 78 R & v AR 2598 Z [H] AR S A A5 77 K
Non normative comment

The transport protocol used to carry MQTT 3.1 was TCP/IP as defined in [RFC793]. TCP/IP can
be used for MQTT 3.1.1. The following are also suitable:

e TLS[RFC5246]
o WebSocket [RFC6455]

£ RFC793 W HlsE, #A/EMLi%E MQTT3.1 MLt il & TCP/IP. Bk T Tep/IP a] IA& 4
MQTT3.1.1.i8 47 ix L&

e TLS [RFC5246]
o WebSocket [RFC6455]

Non normative comment

TCP ports 8883 and 1883 are registered with IANA for MQTT TLS and non TLS communication
respectively.

TCP ports 8883 1 1883 43 i1/ 4 IANA MQTT TLS Ak TLS

Connectionless network transports such as User Datagram Protocol (UDP) are not suitable on their own
because they might lose or reorder data.
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4.3 Quality of Service levels and protocol flows

MQTT delivers Application Messages according to the Quality of Service (QoS) levels defined here. The
delivery protocol is symmetric, in the description below the Client and Server can each take the role of
either Sender or Receiver. The delivery protocol is concerned solely with the delivery of an application
message from a single Sender to a single Receiver. When the Server is delivering an Application
Message to more than one Client, each Client is treated independently. The QoS level used to deliver an
Application Message outbound to the Client could differ from that of the inbound Application Message.

The non-normative flow diagrams in the following sections are intended to show possible implementation
approaches.

MQTT % T QoS JZUKE XALIEN MEE o HALM Y BUREXIFRR, FEfIR T, 2 AR 55 48 5T 1E A s#
MR . RORENELZELE— Af“ﬁﬁ(:.wﬁll%iﬁjfmxﬁ?% HRSS AR A NMAE RS %
NI, RIS . AT, QoS AR —AMASMNIE B4 K S LS A NE B A
FERT

FEZ R AT ARG AR B2 0 T FE R B SE R TNE

4.3.1 QoS 0: At most once delivery

The message is delivered according to the capabilities of the underlying network. No response is sent by
the receiver and no retry is performed by the sender. The message arrives at the receiver either once or
not at all.

BT AERE PR BE ST HOME BARIE . IRZEARARMIEINL, KIEEBARATER, FE - RKIELIERRRZE
AAEAR]

In the QoS 0 delivery protocol, the Sender
£ QoS L th i, KixE
e MUST send a PUBLISH packet with QoS=0, DUP=0 [MQTT-4.3.1-1].
PR 1% PUBLISH packet with QoS=0, DUP=0 [MQTT-4.3.1-1]
In the QoS 0 delivery protocol, the Receiver
7E QoS fEHih i, e #H
e Accepts ownership of the message when it receives the PUBLISH packet.

5 F] PUBLISH packet J& s 35155 ST A L

Figure 4.1 — QoS 0 protocol flow diagram, non normative example

Sender Action Control Packet Receiver Action

PUBLISH QoS 0, DUP=0
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Deliver Application Message to
appropriate onward recipient(s)

i B AR 2 45 AT & 24 1252
&

4.3.2 QoS 1: At least once delivery &/b>— k&3

This quality of service ensures that the message arrives at the receiver at least once. A QoS 1 PUBLISH
Packet has a Packet Identifier in its variable header and is acknowledged by a PUBACK Packet. Section
2.3.1 provides more information about Packet Identifiers.

IR 55 57 B T ARAIE — IR S BARE A 10 . QoS PUBLISH packet BEiR B ATIA %N packet. 2.3.1 #54r B fk
iR % T packet iR 5.

In the QoS 1 delivery protocol, the Sender
£ QoS L4l rh, KikE
e MUST assign an unused Packet Identifier each time it has a new Application Message to publish.
o BEHEREHT AN FHAE BN A U0 IE— AN AR ) packet YU &%
e MUST send a PUBLISH Packet containing this Packet Identifier with QoS=1, DUP=0.
o WK IEMEA packet H7#E (QoS=1, DUP=0) ] publish packet

e MUST treat the PUBLISH Packet as “unacknowledged” until it has received the corresponding
PUBACK packet from the receiver. See Section 4.4 for a discussion of unacknowledged
messages.

o MUK PUBLISH B{E R R E 2 H M A EH LY EIM R PUBACK . 4.4 XX RAME BT
it
[IMQTT-4.3.2-1].
The Packet Identifier becomes available for reuse once the Sender has received the PUBACK Packet.
— HRIEF L F] PUBACK i, PACKET 5 JIREHS B A o

Note that a Sender is permitted to send further PUBLISH Packets with different Packet Identifiers while it
is waiting to receive acknowledgements.

TR, RORFEFEMRZMINNT, A 5% RS 5215 A A R4 1D 1) PUBLISH 1.
In the QoS 1 delivery protocol, the Receiver
£ QoS fEHuth i, #H%#E

e MUST respond with a PUBACK Packet containing the Packet Identifier from the incoming
PUBLISH Packet, having accepted ownership of the Application Message

o WIS WA publish 2 CBUFRLFE BT HD BRI id () PUBACK (4T [H] 5,

e Afterit has sent a PUBACK Packet the Receiver MUST treat any incoming PUBLISH packet that
contains the same Packet Identifier as being a new publication, irrespective of the setting of its

DUP flag.
o {EKi%PUBACK U2 )5, AEH DUP WnERRE, H2HE I EiEhasdaMEE DK
PUBLISH f1E A R A o

[MQTT-4.3.2-2].

mqtt-v3.1.1-0s
Page 63 of 85



1412

1413

1414
1415
1416

1417

1418
1419

1420

1421
1422

1423
1424

1425
1426
1427

1428

1429
1430

1431
1432
1433
1434
1435
1436
1437

1438
1439
1440

1441
1442

Figure 4.2 — QoS 1 protocol flow diagram, non normative example

Sender Action Control Packet Receiver action

Store message

Send PUBLISH QoS 1,DUPO, | - >
<Packet Identifier>

Initiate onward delivery of the
Application Message!

R S Send PUBACK <Packet
Identifier>

Discard message

1The receiver is not required to complete delivery of the Application Message before sending the
PUBACK. When its original sender receives the PUBACK packet, ownership of the Application
Message is transferred to the receiver.

fER 1% PUBACK |, #WCE T 76 % MG B A& . 40 in 50k H 18] PUBACK i, 45 1S
BT RUARSS TR, .

4.3.3 QoS 2: Exactly once delivery £/b—k5a4: IEH 45358

This is the highest quality of service, for use when neither loss nor duplication of messages are
acceptable. There is an increased overhead associated with this quality of service.

FEAEFII B RN RS B ARG R, KRR IR Ss . IXPm iE R 55 2 AW T4 -

A QoS 2 message has a Packet Identifier in its variable header. Section 2.3.1 provides more information
about Packet Identifiers. The receiver of a QoS 2 PUBLISH Packet acknowledges receipt with a two-step
acknowledgement process.

QoS 2 fHEAMIL id. 2.3.1 #r it id #4TE L iR . Qos2 PUBLISH i35 52 & A AU B9 25 2NIE

In the QoS 2 delivery protocol, the Sender
£ QoS2 fEikthilrh, KikE
e MUST assign an unused Packet Identifier when it has a new Application Message to publish.
o MHAHISNAGEEERMR, W5 E—ANARE AR ID.
e MUST send a PUBLISH packet containing this Packet Identifier with QoS=2, DUP=0.
o WIRIE—NMEEAHEID GifA QoS=2, DUP=0)/#) PUBLISH &

e MUST treat the PUBLISH packet as “unacknowledged” until it has received the corresponding
PUBREC packet from the receiver. See Section 4.4 for a discussion of unacknowledged
messages.

o WU PUBLISH B/EARINIER, BEHBEIMEUCE HEIEIFESE PUBERC . 4.4 ¥4 B X AR INIE
HEAT T
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MUST send a PUBREL packet when it receives a PUBREC packet from the receiver. This
PUBREL packet MUST contain the same Packet Identifier as the original PUBLISH packet.

24 NG ALY S PUBERC fis), @425 KA PUBREL £, Hrh Wit &4 594 PUBLSH fi4H
[&] 4 ID.

MUST treat the PUBREL packet as “unacknowledged” until it has received the corresponding
PUBCOMP packet from the receiver.

LUK PUBREL LA AR AIE A B 2 H B A 2 HH % PUBCOMP &,
MUST NOT re-send the PUBLISH once it has sent the corresponding PUBREL packet.
—HR T HKK PUBREL 4% 1k 5 A% PUBLSH.

[MQTT-4.3.3-1].
The Packet Identifier becomes available for reuse once the Sender has received the PUBCOMP Packet.
— HRIXHZ W HPUBCOMPA,, LIDELAENS F- X fd .

Note that a Sender is permitted to send further PUBLISH Packets with different Packet Identifiers while it
is waiting to receive acknowledgements.

VERG, RIEFH RGBT, A %k K% 58200 A H A ID 1) PUBLISH £,

In the QoS 2 delivery protocol, the Receiver

£ QoS2 fik Wi, HIE

MUST respond with a PUBREC containing the Packet Identifier from the incoming PUBLISH
Packet, having accepted ownership of the Application Message.

WA L MAE K] publish & (ARG BATA B BRAE id i) PUBREC R HEAT (RIS,

Until it has received the corresponding PUBREL packet, the Receiver MUST acknowledge any
subsequent PUBLISH packet with the same Packet Identifier by sending a PUBREC. It MUST
NOT cause duplicate messages to be delivered to any onward recipients in this case.

el whZiimat k1% PUBREC SRIMIEZ J5 A & M [HE ID 1) PUBLISH £, 2| 3I4H5¢
PUBREL ., 2515 & #il15 BAE 18 BT T 7 el s 4t

MUST respond to a PUBREL packet by sending a PUBCOMP packet containing the same
Packet Identifier as the PUBREL.

AR R IE A5 PUBREL A5 (6L 1D ) PUBCOMP 3%} PUBREL 3347 [H 5 .

After it has sent a PUBCOMP, the receiver MUST treat any subsequent PUBLISH packet that
contains that Packet Identifier as being a new publication.

[MQTT-4.3.3-2].
&% PUBCOMP 2 J5, U Uity j5 AR5 ID i) PUBLISH S/E AHT R R A & -

Figure 4.3 — QoS 2 protocol flow diagram, non normative example

Sender Action Control Packet Receiver Action

Store message

PUBLISH QoS 2, DUP 0
<Packet Identifier>
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Method A, Store message

or
Method B, Store <Packet
Identifier> then Initiate onward
delivery of the Application
Message!

PUBREC <Packet Identifier>

Discard message, Store
PUBREC received <Packet
Identifier>

PUBREL <Packet Identifier>

Method A, Initiate onward
delivery of the Application
Message! then discard
message

or
Method B, Discard <Packet
Identifier>

Send PUBCOMP <Packet
Identifier>

Discard stored state

1The receiver is not required to complete delivery of the Application Message before sending the
PUBREC or PUBCOMP. When its original sender receives the PUBREC packet, ownership of the
Application Message is transferred to the receiver.

fE 1% PUBREC Bi# PUBCOMP i, R o 78 38 NG BRI . HAIaa A ik & Wi s
PUBREC fuitf, A5 S BB RUE 25 1 8l .
Figure 4.3 shows that there are two methods by which QoS 2 can be handled by the receiver. They
differ in the point within the flow at which the message is made available for onward delivery. The
choice of Method A or Method B is implementation specific. As long as an implementation chooses
exactly one of these approaches, this does not affect the guarantees of a QoS 2 flow.

K% 4.3 15 3wl A T iR RO QoS2 MUATTHIAS FRIAE T il (64545 S REW a1 il A2 1% . Y
P OTR B IEFAE BT 2 B . R BRI — R0, AN QoS2 itsh (i fRiLE -

4.4 Message delivery retry 15 BA£BE R

When a Client reconnects with CleanSession set to 0, both the Client and Server MUST re-send any
unacknowledged PUBLISH Packets (where QoS > 0) and PUBREL Packets using their original Packet
Identifiers [MQTT-4.4.0-1]. This is the only circumstance where a Client or Server is REQUIRED to
redeliver messages.

mqtt-v3.1.1-0s
Page 66 of 85



1498
1499

1500
1501

1502
1503
1504
1505

1506

1507
1508

1509

1510
1511
1512

1513
1514

1515
1516
1517
1518
1519
1520

1521
1522
1523
1524

1525

1526
1527

1528
1529

1530
1531

1532
1533

1534

1535
1536

1537
1538

1539
1540

1541

M&um 5 aiE GREN 0 HEHIEZEN, & 'ﬁﬂﬁ%%&%‘ﬂ% B T K6 AR AE R PUBLISH £ (QoS>0)
PUBREL t{f F H#J464% ID [MQTT-4.4.0- 1] X J 2 ity B AR 55 A A VA% EE AL (R B — 1

Non normative comment

Historically retransmission of Control Packets was required to overcome data loss on some older
TCP networks. This might remain a concern where MQTT 3.1.1 implementations are to be
deployed in such environments.

LAHT, FEZH) TCP MZ il rh, HBmE A A F B s =% . R a8 MQTT3.1.1 £ —
LRI A N P

4.5 Message receipt

When a Server takes ownership of an incoming Application Message it MUST add it to the Session state
of those clients that have matching Subscriptions. Matching rules are defined in Section 4.7 [MQTT-4.5.0-
1].
2 i 55 i HUAS L S S B I AT BN, DA 50K FOMNAE & WS 28 m 1l RS T 25 4.7 B2 PR UG DL T
JE I
Under normal circumstances Clients receive messages in response to Subscriptions they have created. A
Client could also receive messages that do not match any of its explicit Subscriptions. This can happen if
the Server automatically assigned a subscription to the Client. A Client could also receive messages
while an UNSUBSCRIBE operation is in progress. The Client MUST acknowledge any Publish Packet it
receives according to the applicable QoS rules regardless of whether it elects to process the Application
Message that it contains [MQTT-4.5.0-2].
Eﬁ-?#jibﬁi? LI A B RHARATT BT S S B AL TBT o 2 it P 43 52 I S AN A L B B P A 45

o WRMRSS $ 40 2 Eszﬁu\EaTﬁw(, XRME L RE T KA . é{lﬁaaﬂlﬂii%ﬁl/%ﬁf’ﬁﬁt 23 [ A R BE
?ﬁx{n B MRIE QoS MU, L b AT H B ) PUBLISH £3, JGie At 75 4b 33 v A 5 (1 3 F A

o

4.6 Message ordering

A Client MUST follow these rules when implementing the protocol flows defined elsewhere in this chapter:
TX B S AT R S, A b TR ST K L 2 451

e When it re-sends any PUBLISH packets, it MUST re-send them in the order in which the original
PUBLISH packets were sent (this applies to QoS 1 and QoS 2 messages) [MQTT-4.6.0-1]

o CHE P KIE(EM PUBLISH i, #145 PUBLISH L CL KERS, W25 7 EHikik. GXR AT
QoS1 1 QoS2 {5 &)

e |t MUST send PUBACK packets in the order in which the corresponding PUBLISH packets were
received (QoS 1 messages) [MQTT-4.6.0-2]

o IREIAHK PUBLISH I, D40 T K ik puback & (QoS 1{58)

e |t MUST send PUBREC packets in the order in which the corresponding PUBLISH packets were
received (QoS 2 messages) [MQTT-4.6.0-3]

o IRBIAHX PUBLISH i), D407 K i% pubrec £ (QoS 2 f55)

e |t MUST send PUBREL packets in the order in which the corresponding PUBREC packets were
received (QoS 2 messages) [MQTT-4.6.0-4]

o UREFHZ< PUBLISH fuRf, W2 A% puback & (QoS 2 15 5)
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A Server MUST by default treat each Topic as an "Ordered Topic". It MAY provide an administrative or
other mechanism to allow one or more Topics to be treated as an "Unordered Topic" [MQTT-4.6.0-5].

When a Server processes a message that has been published to an Ordered Topic, it MUST follow the
rules listed above when delivering messages to each of its subscribers. In addition it MUST send
PUBLISH packets to consumers (for the same Topic and QoS) in the order that they were received from
any given Client [MQTT-4.6.0-6].
k55 G RN E R A PR T RESR (A BE B AL SR so vF— A A U E o e 32
MRS AR RATE — AN AT B EE BRHAT IR, A0S AL S BT T BT A H SRR . it
b, DK AT NI S PUBLISH BT A& 453K 9% (JA— £ QoS)
Non normative comment
The rules listed above ensure that when a stream of messages is published and subscribed to
with QoS 1, the final copy of each message received by the subscribers will be in the order that
they were originally published in, but the possibility of message duplication could result in a re-
send of an earlier message being received after one of its successor messages. For example a
publisher might send messages in the order 1,2,3,4 and the subscriber might receive them in the
order 1,2,3,2,3,4.
P BB R R O 24 R AT AT B QoS — RAIME BT , & il R % HI86 15 B A P KI%
SR, (HREHIRE B AT SBUR B SOR B AT E M — % E R . Bk Ll 1234 B &
A, VT B AT REWSC R 45 BTy 123234

If both Client and Server make sure that no more than one message is “in-flight” at any one time
(by not sending a message until its predecessor has been acknowledged), then no QoS 1
message will be received after any later one - for example a subscriber might receive them in the
order 1,2,3,3,4 but not 1,2,3,2,3,4. Setting an in-flight window of 1 also means that order will be
preserved even if the publisher sends a sequence of messages with different QoS levels on the
same topic.

0 SR 2% S R 5% 2 DR AN I 2 AN — 2% A5 B AE Rk CRLB S i I BAIE BT AN R IR AT (S
B M2 JEAZIE] QoS1EE . tuin, —/MTEE RNy 12334 A& 123234.. T
1 HRIE T D BEWREZIP R R Ar ,  RIET B8 & R & R — 38 A [F] QoS HfE B 741

4.7 Topic Names and Topic Filters
F AR A FRA R

4.7.1 Topic wildcards @A

The topic level separator is used to introduce structure into the Topic Name. If present, it divides the
Topic Name into multiple “topic levels”.

FARG BB T A ARG . 04, B AR IRS B To i R IR

A subscription’s Topic Filter can contain special wildcard characters, which allow you to subscribe to
multiple topics at once.

MRS R PR S R OB LR, AT S VAR — IR B 2 T

The wildcard characters can be used in Topic Filters, but MUST NOT be used within a Topic Name
[MQTT-4.7.1-1].

ECAT AR T R g, ANBe T AL AR
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4.7.1.1 Topic level separator

The forward slash (‘/ U+002F) is used to separate each level within a topic tree and provide a hierarchical
structure to the Topic Names. The use of the topic level separator is significant when either of the two
wildcard characters is encountered in Topic Filters specified by subscribing Clients. Topic level separators
can appear anywhere in a Topic Filter or Topic Name. Adjacent Topic level separators indicate a zero
length topic level.

HITHTRIRZE (J U+002F) I T- 70 AN Z 0, it R TR, IR A PR AR AT . e B
JE AR T DY 28 SR E BTN ERCAT N, TR R AT B P BT B S R BT AE T AN R
PRRRTEAEAE o W3 ) 5 ALy B AT 2% A A B i o

4.7.1.2 Multi-level wildcard £ Z&@ECEF

The number sign (‘# U+0023) is a wildcard character that matches any number of levels within a topic.
The multi-level wildcard represents the parent and any number of child levels. The multi-level wildcard
character MUST be specified either on its own or following a topic level separator. In either case it MUST
be the last character specified in the Topic Filter [MQTT-4.7.1-2].

Heybril C# U+0023) Jy— AN 5 T BUE T 205 IR 807 VLR B RC AT 2 SO RO AT AR BEAAN & 1
RGBT Wb H B M ER D BRATHRE 2 JOEIAT . TR AEMAMELL, £ LB E b AR e
X HHEAT RUE -

Non normative comment

For example, if a Client subscribes to “sport/tennis/player1/#”, it would receive messages
published using these topic names:

Ebdm, 4 — AN R IR “ sport/tennis/playerl/#” , EE RIS ENE I DL R & FR AE 2 R AT .
e ‘“sport/tennis/player1”
e ‘“sport/tennis/player1/ranking”
e ‘“sport/tennis/player1/score/wimbledon”

Non normative comment
o ‘“sport/#” also matches the singular “sport”, since # includes the parent level.
o “sport/#’ [AIFEIE A “sport”, K A# L5 BEAR % 5
o “#is valid and will receive every Application Message
o # IEMf W LAUSCEAE TR R

e ‘“sport/tennis/#” is valid

o GM

e ‘“sport/tennis#” is not valid

o REH

e ‘“sport/tennis/#/ranking” is not valid
o AEHM

4.7.1.3 Single level wildcard BAJh&E 2% @ L AF

The plus sign (‘+' U+002B) is a wildcard character that matches only one topic level.
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SR —MEcr, HREHT D EEER

The single-level wildcard can be used at any level in the Topic Filter, including first and last levels. Where
it is used it MUST occupy an entire level of the filter [MQTT-4.7.1-3]. It can be used at more than one
level in the Topic Filter and can be used in conjunction with the multilevel wildcard.

SR SOE AT IE ] T A PR SRS, AR — PR e — S AT AT o R DR A A BN
[MQTT-4.7.1-3]. £ EAsH H T iE M T 220 L S 2 7055 Sl U7

Non normative comment

For example, “sport/tennis/+” matches “sport/tennis/player1” and “sport/tennis/player2”, but not
“sport/tennis/player1/ranking”. Also, because the single-level wildcard matches only a single level,
“sport/+” does not match “sport” but it does match “sport/”.

Ebtn, “sport/tennis/+” i&EF “sport/tennis/player1” Fl“sport/tennis/player2”, {H3E
“sport/tennis/player1/ranking”. T H., KB guENCAT HiE &M — %% . “sport/+” ANi&
“sport” {HE1iE H T “sport/”.

Non normative comment
e “+"isvalid

o HH

o “+/tennis/#’ is valid

o HH

e ‘“sportt+” is not valid

o AEM

o ‘“sport/+/player1” is valid
o HH

e ‘“/finance” matches “+/+” and “/+”, but not “+”

4.7.2 Topics beginning with $ LS

The Server MUST NOT match Topic Filters starting with a wildcard character (# or +) with Topic Names
beginning with a $ character [MQTT-4.7.2-1]. The Server SHOULD prevent Clients from using such Topic
Names to exchange messages with other Clients. Server implementations MAY use Topic Names that
start with a leading $ character for other purposes.

R 558 ANBE S ERUT LA SHE BT 1 R DE AR AHEC IR 55 % W27 1E 2 (5 P abb 26 3 44 ok A5 At 4 i
S . N T HAE R, IRSTEEAT 2 A AT R NS

Non normative comment

$SYS/ has been widely adopted as a prefix to topics that contain Server-specific
information or control APIs

$SYS/ B TZWEAE AL, A8 MRS & FE S ez APls
Applications cannot use a topic with a leading $ character for their own purposes

N FIANRE N IL B B H AR AT Sk S0 32
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1668 Non normative comment

1669 e A subscription to “#” will not receive any messages published to a topic beginning with a
1670 $

1671 o HIIT PR A S B EUE TR AT LG TSR NS T8 145 B

1672 e A subscription to “+/monitor/Clients” will not receive any messages published to

1673 “$SYS/monitor/Clients”

1674 e “+/monitor/Clients” i 1T [ A 2= U 2 & A1 45 “$SY S/monitor/Clients”f#115 2.

1675 e A subscription to “$SYS/#” will receive messages published to topics beginning with
1676 “$SYS/”

1677 o “SSYSH KT BIKGHRIB) A AT 2 UL N $SYS/HIME 2

1678 e A subscription to “$SYS/monitor/+” will receive messages published to

1679 “$SYS/monitor/Clients”

1680 e “$SYS/monitor/+” KT B A YR F & A7 45 “$SY S/monitor/Clients” #1175 &

1681 e For a Client to receive messages from topics that begin with $SYS/ and from topics that
1682 don’t begin with a $, it has to subscribe to both “#” and “$SYS/#”

1683 o XTI MWTT S ASSY ST A AT A LLSTT Sk i 32 R W B M5 &, AR #
1684 “$SYS/#

1685 4.7.3 Topic semantic and usage £ HiEZ M E

1686 The following rules apply to Topic Names and Topic Filters:
1687 DL HUNIE A T 32 R A4 BRF e i

1688

1689 ¢ All Topic Names and Topic Filters MUST be at least one character long [MQTT-4.7.3-1]

1690 o A ERAARRA TS YE L A D — AR K

1691 e Topic Names and Topic Filters are case sensitive

1692 o AT EFSIEX 3 KNG

1693 e Topic Names and Topic Filters can include the space character

1694 o FREAAHRAN A E AT A A AT

1695 e Aleading or trailing ‘/’ creates a distinct Topic Name or Topic Filter

1696 o JFSKERG R T AU T AR 32 A BR e R R

1697 o A Topic Name or Topic Filter consisting only of the /' character is valid

1698 o UHAET TR A R ECE U PR A AT R

1699 e Topic Names and Topic Filters MUST NOT include the null character (Unicode U+0000) [Unicode]
1700 [MQTT-4.7.3-2]

1701 o EHUARRANE SIS JES A R UHE T 7 4F (Unicode U+0000)

1702 e Topic Names and Topic Filters are UTF-8 encoded strings, they MUST NOT encode to more than
1703 65535 bytes [MQTT-4.7.3-3]. See Section 1.5.3

1704 o FRAMEGILIEN UTF-8 Jald 17, AReiEid 65535 bytes [MQTT-4.7.3-3] i il 1.5.3

1705  There is no limit to the number of levels in a Topic Name or Topic Filter, other than that imposed by the
1706 overall length of a UTF-8 encoded string.

1707 EREAFRAN LR E RGO B A R B, BRibZ Ah, O UTF-8 il 77 & B .
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When it performs subscription matching the Server MUST NOT perform any normalization of Topic
Names or Topic Filters, or any modification or substitution of unrecognized characters [MQTT-4.7.3-4].
Each non-wildcarded level in the Topic Filter has to match the corresponding level in the Topic Name
character for character for the match to succeed.

WORI S IR S5 85% WA BE TS 7~ A ] 5 A% AR AU 8 (R IR W 3K, ORI 54 A e AR s 7 4
BEAS T E P VA3 BC AT 28 0] 7 55 3 A AR T A B DL -

Non normative comment

The UTF-8 encoding rules mean that the comparison of Topic Filter and Topic Name could be
performed either by comparing the encoded UTF-8 bytes, or by comparing decoded Unicode

characters
UTF-8 2w ) 22 vk 3 3B Eb bt UTF-8 bytes 81 EL X A i B — A 5 445 A i o Y 3 e g 5 3 44
FREGASA

Non normative comment
e “ACCOUNTS” and “Accounts” are two different topic names
e “ACCOUNTS” 5 “Accounts” i fl A~ [7] 3 144 Fik
e “Accounts payable” is a valid topic name
e Accounts payable %%
o “/finance” is different from “finance”
e ‘“/finance” T “finance”

An Application Message is sent to each Client Subscription whose Topic Filter matches the Topic Name
attached to an Application Message. The topic resource MAY be either predefined in the Server by an
administrator or it MAY be dynamically created by the Server when it receives the first subscription or an
Application Message with that Topic Name. The Server MAY also use a security component to selectively
authorize actions on the topic resource for a given Client.

SRR SR AE S A U U A5 A MO AT T 1 2 b TR B R AT R e IR S5 A I HR AR A TIE
S A AR B T B E A R R AR B, BT YEA AT IR S AS BEALE . IR S5 A th A
AT IR RN 4 2 b ) 3 LB

4.8 Handling errors &i=Ab3

Unless stated otherwise, if either the Server or Client encounters a protocol violation, it MUST close the
Network Connection on which it received that Control Packet which caused the protocol violation [MQTT-
4.8.0-1].

BRARRR A B, A R 5% 28 e e vl b S, A RGN WAL ) 3 3803 e Wn A PR 4 )0 PR TR 5% 3

A Client or Server implementation might encounter a Transient Error (for example an internal buffer full
condition) that prevents successful processing of an MQTT packet.

PR 55 4 B A s R AR I AT BEAE BB PEER R (LU AN ARG AE 0D T FEAS MQTT Qi EfE

If the Client or Server encounters a Transient Error while processing an inbound Control Packet it MUST
close the Network Connection on which it received that Control Packet [MQTT-4.8.0-2]. If a Server
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detects a Transient Error it SHOULD NOT disconnect or have any other effect on its interactions with any

other Client.

i i IR 55 AR AL IS AT A TR P ) G Al L B I PR ORI, AR IS W B ) B R R A i . AT IRST A%

2 — SR PR, AN BEWTIT B S S A A R AT
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5 Security &4

5.1 Introduction

This Chapter is provided for guidance only and is Non Normative. However, it is strongly recommended

that Server implementations that offer TLS [RFC5246] SHOULD use TCP port 8883 (IANA service name:
secure-mqtt).

Ads R EMTE e S B W, H2, $8FIE TLS [RFC5246] 1k 55 85 #:/E N A ] TCP port 8883 (IANA

service name: secure-mqtt.

There are a number of threats that solution providers should consider. For example:

S22 RS LT — R B U R 5 5

Devices could be compromised

B AT RE 2R

Data at rest in Clients and Servers might be accessible

2 PR 7 R B R IR 5545 PT e il U Il

Protocol behaviors could have side effects (e.g. “timing attacks”)
AT N FTREAERIE R (J “timing attacks”)

Denial of Service (DoS) attacks

DoS Hiti

Communications could be intercepted, altered, re-routed or disclosed
AT BE AR B BOE Bk

Injection of spoofed Control Packets

IRVESZ BB ELA

MQTT solutions are often deployed in hostile communication environments. In such cases,
implementations will often need to provide mechanisms for:

FEANRMSEZEAE T, SH S MQTT i is. Lol T, BAFEhZ RIS

Authentication of users and devices

PR 24 1) By BerAE

Authorization of access to Server resources

V1) IR 55 45 A4 AL

Integrity of MQTT Control Packets and application data contained therein
MQTT 47 fill A0 A0 35 78 o (0 2 FH e o 4

Privacy of MQTT Control Packets and application data contained therein

MQTT 28 il A 16075 I A (10 82 FH 080 1) B AL
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As a transport protocol, MQTT is concerned only with message transmission and it is the |mplementers
responsibility to provide appropriate security features. This is commonly achieved by using TLS

[RFC52486].
TENigH i, MQTT RS Bigkn, #IEEA T RMEE L i, — Bl TLS sk
o

In addition to technical security issues there could also be geographic (e.g. U.S.-EU SafeHarbor

[USEUSAFEHARB]I), industry specific (e.g. PCI DSS [PCIDSS]) and regulatory considerations (e.g.
Sarbanes-Oxley [SARBANES]).

FoR 24 o) R S AFAE S IR ) (L4 e.g. U.S.-EU SafeHarbor [USEUSAFEHARB]), £#5E 47 (e.g.
PCI DSS [PCIDSS]) i/ il i (e.g. Sarbanes-Oxley [SARBANES]).

5.2 MQTT solutions: security and certification MQTT R T HR: &M
IIE

An implementation might want to provide conformance with specific industry security standards such as

NIST Cyber Security Framework [NISTCSF], PCI-DSS [PCIDSS]), FIPS-140-2 [FIPS1402] and NSA Suite

B [NSAB].

—MNREEEEEMTIL Z2F70# ( B30 NIST Cyber Security Framework [NISTCSF], PCI-DSS
[PCIDSS]),FIPS-140-2 [FIPS1402] and NSA Suite B [NSAB].

Guidance on using MQTT within the NIST Cyber Security Framework [NISTCSF] can be found in the
MQTT supplemental publication, MQTT and the NIST Framework for Improving Critical Infrastructure
Cybersecurity [MQTT NIST]. The use of industry proven, independently verified and certified technologies
will help meet compliance requirements.

7E MQTT FARH AT 4R ] NIST M4 ¢ A HEAE b MQTT [T T, A Nk M 4% 22 4= il MQTT Al

NIST HEZE, ATMVAEBA A A, M7 I E AR IERE 9 75 BhiA 21 & AER

5.3 Lightweight cryptography and constrained devices Z&IN%fli% &
ZHR

Advanced Encryption Standard [AES] and Data Encryption Standard [DES] are widely adopted.
[z sz bR iE 2 AES Hil DES

ISO 29192 [ISO29192] makes recommendations for cryptographic primitives specifically tuned to perform
on constrained “low end” devices.

RNETEZRNEREEZMARRBE LR |, #HH 1SO 29192 [ISO29192)4T Al #7 #

5.4 Implementation notes #{EEE

There are many security concerns to consider when implementing or using MQTT. The following section
should not be considered a “check list”.

BAFBUE T MQTT I 58 IR L Z A, UL NERD AREME N “Aa i

mqtt-v3.1.1-0s
Page 75 of 85



1829
1830
1831

1832

1833

1834
1835

1836
1837

1838
1839

1840

1841
1842
1843

1844
1845

1846

1847
1848

1849
1850
1851
1852
1853
1854

1855
1856

1857

1858

1859
1860
1861

1862

1863

1864
1865

1866

1867
1868

e IR
@ O
MQTT #38 3.1.1 ik a ﬁ AT A4

An implementation might want to achieve some, or all, of the following:

—IUERA R EGA R AN Horp — 2e L A 4

5.4.1 Authentication of Clients by the Server [R5 28I\ IE& 57

The CONNECT Packet contains Username and Password fields. Implementations can choose how to
make use of the content of these fields. They may provide their own authentication mechanism, use an

external authentication system such as LDAP [RFC4511] or OAuth [RFC6749] tokens, or leverage
operating system authentication mechanisms.

EREOREAE THPAMERRNE . RN TR B F X S B N2 . AT REA B SRR AL
B, A& LDAP #1 OAuth IXFESMBHRA R GE, 808 H FH#RA1E R SRR AL -

Implementations passing authentication data in clear text, obfuscating such data elements or requiring no
authentication data should be aware this can give rise to Man-in-the-Middle and replay attacks. Section
5.4.5 introduces approaches to ensure data privacy.

BAF LW SOR 2B AL, A0 AC B B AN 75 ZEA RS B 2 T RO P ATy 227 A v [A) AMIEE R
7. 5.4.5 E A G Un Rl RAIEHIH AL 5 1k

A Virtual Private Network (VPN) between the Clients and Servers can provide confidence that data is only
being received from authorized Clients.

55 %55 2% 3 ] ) VPN BEAT R 75 K08 H RE AR I K 28 3 Ak BRAS:

Where TLS [RFC5246] is used, SSL Certificates sent from the Client can be used by the Server to
authenticate the Client.

fEH] TLS I, 280 Kik SSLAEHS, AR 55 & A FZAE A5 R A b o

An implementation might allow for authentication where the credentials are sent in an Application
Message from the Client to the Server.

L IS5 A R IE B RO R AE BN, T4 THRAE AL

5.4.2 Authorization of Clients by the Server AR5 253# A& 5

An implementation may restrict access to Server resources based on information provided by the Client
such as User Name, Client Identifier, the hostname/IP address of the Client, or the outcome of
authentication mechanisms.

HI T AL, BRAE RN T Zom R 15 8 Cnl 44 2 1D BN AT IP Mkl ) IIRSS#5%

5.4.3 Authentication of the Server by the Client KGRk 5S35

The MQTT protocol is not trust symmetrical: it provides no mechanism for the Client to authenticate the
Server.

MQTT WMUARLENS XS PRI, B A HIL A AU S5 4% AL

Where TLS [RFC5246] is used, SSL Certificates sent from the Server can be used by the Client to
authenticate the Server. Implementations providing MQTT service for multiple hostnames from a single IP
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address should be aware of the Server Name Indication extension to TLS defined in section 3 of RFC
6066 [RFC6066].This allows a Client to tell the Server the hostname of the Server it is trying to connect to.
A TLS I, MRS58 A% SSLAEPR48 28 0 LRSI S5 25 [ — ip 24 LAV MQTT st ik
HEE =4 RFC FiTiE LIRSS 25 4 Frdi s f& 6066[RFC6066]. & ft V44 i ¥ AR 5588 £ iR EE R 4L
BMEARSER

An implementation might allow for authentication where the credentials are sent in an Application
Message from the Server to the Client.

RS AR A E T IR S B4 B m i, W4 FARAER AL

A VPN between Clients and Servers can provide confidence that Clients are connecting to the intended
Server.

J 5% 415 28 (6] (K] VPN e R0 75 28 3 15 R 55 2 AT

5.4.4 Integrity of Application Messages and Control Packets N F{g B 5284
Az

Applications can independently include hash values in their Application Messages. This can provide
integrity of the contents of Publish Control Packets across the network and at rest.

I FH eSS AL FEAAAE T R AE B A 1 hash {8 . X PRIE T & A2 il A0 1) 52 b
TLS [RFC5246] provides hash algorithms to verify the integrity of data sent over the network.

TLS [RFC5246]%I A hash & &REBAFI M & £ %K IR R TR

The use of VPNs to connect Clients and Servers can provide integrity of data across the section of the
network covered by a VPN.

R 2 R 25 25 1 VPN LRAIE T VPN 8 55 1 19X 28 5326 R B0 1) 8 B 1

5.4.5 Privacy of Application Messages and Control Packets
IS PRI S F R 25 P % i

TLS [RFC5246] can provide encryption of data sent over the network. There are valid TLS cipher suites

that include a NULL encryption algorithm that does not encrypt data. To ensure privacy Clients and
Servers should avoid these cipher suites.

TLS [RFC5246] {25 A R N« AAAEAH R TLS I B — A2 AN REIN 5 2ale froin
Bk NORIES P o AR 55 s O RS ARL ,  S03E S i e 25 & 1F
An application might independently encrypt the contents of its Application Messages. This could provide

privacy of the Application Message both over the network and at rest. This would not provide privacy for
other properties of the Application Message such as Topic Name.

— AT REAR ST N AR S HEAT INE . TEIRIER S RARRE GRS BIE BRI . (HANBE ORI i i 3 A
PR P A5 2 e ) oAt A 2

Client and Server implementations can provide encrypted storage for data at rest such as Application
Messages stored as part of a Session.

Ly AN IR 55 4 BR A REAE EHUVIRES TSI INE Al A7, ELAmfg B E BAE N — B 1l i A7
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The use of VPNs to connect Clients and Servers can provide privacy of data across the section of the
network covered by a VPN.

T IEREZa FUIR 95 45 ) VPN BECR P HL N A it B Fh -

5.4.6 Non-repudiation of message transmission {5 B &% i A AT Hui i

Application designers might need to consider appropriate strategies to achieve end to end non-
repudiation.

App JT i EEAE B 3E (1 SRS oK S I B 21 S (4 AN T SR

5.4.7 Detecting compromise of Clients and Servers 2 -5 iR 25 2% H 60 B
W

Client and Server implementations using TLS [RFC5246] should provide capabilities to ensure that any

SSL certificates provided when initiating a TLS [RFC5246] connection are associated with the hostname
of the Client connecting or Server being connected to.

GRS ENLEUR S ST TLS JEHERT, FH] TLS [RFC5246) 3R 4F R B P i M AR 55 88 A1 8 75
WEBRET SSL i,

Client and Server implementations using TLS [RFC5246] can choose to provide capabilities to check
Certificate Revocation Lists (CRLs [RFC5280]) and Online Certificate Status Protocol (OSCP) [RFC6960]
to prevent revoked certificates from being used.

FIF TLS (2230 AR 55 28 Ae i 1k Bk 75 CRLs A1 OSCP LA 4 {4 FH #8134

Physical deployments might combine tamper-proof hardware with the transmission of specific data in
Application Messages. For example a meter might have an embedded GPS to ensure it is not used in an

unauthorized location. [IEEE 802.1AR] is a standard for implementing mechanisms to authenticate a
device’s identity using a cryptographically bound identifier.

WEE B N AL S NS B R R AR A S i o B A . Lh i — K AT RER — NN B GPS SRR E RE—
RIFRALEMEH . [IEEE 802.1AR] & —MEAENLHIbRTE, FIH ZMSH0 2 IR 5 KAZA K & 1D

5.4.8 Detecting abnormal behaviors FH17

Server implementations might monitor Client behavior to detect potential security incidents. For example:
JIR 55 % B E R M I £ o 4T Dy DASEAS U P 72 22 A By, 4

e Repeated connection attempts

o REZER

e Repeated authentication attempts

o REZWHEM

e Abnormal termination of connections

o R ILESE
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. Topic scanning (attempts to send or subscribe to many topics)
. A CCHAROR e R

. Sendlng undeliverable messages (no subscribers to the topics)
o RIZTEHBIERE (EFLHI)

e Clients that connect but do not send data

o EIEMIA I AR IEHHE

Server implementations might disconnect Clients that breach its security rules.
JI 55 5 T 2% 1 AN 22 4 I 24 S 1 14

Server implementations detecting unwelcome behavior might implement a dynamic block list based on
identifiers such as IP address or Client Identifier.

J 55 AL AN 34T 9 R S22 TR A ip Mk B2 id A FHAE SRR

Deployments might use network level controls (where available) to implement rate limiting or blocking
based on IP address or other information.

B AT I 2 G 4] CEAA IS ) RBSLEE T ip bk AR A B 25 0 B ) 5B L

5.4.9 Other security considerations HAihZ 4k &

If Client or Server SSL certificates are lost or it is considered that they might be compromised they should
be revoked (utilizing CRLs [RFC5280] and/or OSCP [RFC6960]).

2 B 55 % SSLAEFS E R BGE O BB, AN 2T BLm .

Client or Server authentication credentials, such as User Name and Password, that are lost or considered
compromised should be revoked and/or reissued.

L B IR S5 AR AR BGIESS ,  EEUn ] 77 44 AN 0 25 K B e DA AR 52 2B 2 25 7 ) 81 Bk

In the case of long lasting connections:

FEFFEHER T

e Client and Server implementations using TLS [RFC5246] should allow for session renegotiation

to establish new cryptographic parameters (replace session keys, change cipher suites, change
authentication credentials).

o FATLSWARARSBHNATLKEFENMMEREZUNNNZSH (ERSEFEEZN , ERFEE
 BRBRBOES )

e Servers may disconnect Clients and require them to re-authenticate with new credentials.

o RS5AR AT LArp T 2 I BT EORAAT T EFT R AURT IIE

Constrained devices and Clients on constrained networks can make use of TLS session resumption
[RFC5077], in order to reduce the costs of reconnecting TLS [RFC5246] sessions.

DN TSR TLS HIAE S, S PRBLAE AN 280 1 I 23 TR ] TLS 21l PR A2
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Clients connected to a Server have a transitive trust relationship with other Clients connected to the same
Server and who have authority to publish data on the same topics.

55 R 55 8% e (Y i 55 TR — AR 55 A O e fth 2% S, A BSURT [ — 25 ABUR AT K 1 IR 55 A7 AE P AB AR I R AR

5.4.10 Use of SOCKS socks M

Implementations of Clients should be aware that some environments will require the use of SOCKSv5
[RFC1928] proxies to make outbound Network Connections. Some MQTT implementations could make
use of alternative secured tunnels (e.g. SSH) through the use of SOCKS. Where implementations choose
to use SOCKS, they should support both anonymous and user-name password authenticating SOCKS
proxies. In the latter case, implementations should be aware that SOCKS authentication might occur in
plain-text and so should avoid using the same credentials for connection to a MQTT Server.

LA I LR R — SRS L 2 EOR A SOCKSVS ARIER AT AT I M4 iE . — 2% MQTT #AE/E(EH
SOCKSs I 2 A &l FH 2% 1% [8] /gl (40 SSH). & FAd H SOCKS i, Al 1R 7 1 EE 42 A1 F 7 42 S0 52 4L
SOCKS RREF ML . Ja—FiEN N, ERVERFiEEA AR e L) SOCKS $28L, Sk G fd F [F]FE
FIEH KR MQTT AR%S 2% .

5.4.11 Security profiles 224 & 044

Implementers and solution designers might wish to consider security as a set of profiles which can be
applied to the MQTT protocol. An example of a layered security hierarchy is presented below.

B T SRR A R 2 VR 9 — R ESCHERAT T MQTT #hille BUR R — R Z 25
#lr

5.4.11.1 Clear communication profile BIF#&E R IML

When using the clear communication profile, the MQTT protocol runs over an open network with no
additional secure communication mechanisms in place.

25 B B 5 P, MQTT B — N5 Hopth 22 i@ LR KT I 2% iz 47

5.4.11.2 Secured network communication profile 24438 R X

When using the secured network communication profile, the MQTT protocol runs over a physical or virtual
network which has security controls e.g., VPNs or physically secure network.

24 22 A R EE N, MQTT BSAEP B ) BRSO A 22 A d il I 4 Rz AT EL A VPN B B AR 3
W 2 .

5.4.11.3 Secured transport profile f&%# 224 Wil

When using the secured transport profile, the MQTT protocol runs over a physical or virtual network and
using TLS [RFC5246] which provides authentication, integrity and privacy.

LA AR 22 A R, MQTT PSR B R AU 90 2% Hh 32 AT I8 BB S BRI AL 3 1 TLS

TLS [RFC5246] Client authentication can be used in addition to — or in place of — MQTT Client
authentication as provided by the Username and Password fields.

TLS i A AT AU 1 B A S 25 MQTT Lz AL
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5.4.11.4 Industry specific security profiles 47\ F %4 & 314

It is anticipated that the MQTT protocol will be designed into industry specific application profiles, each
defining a threat model and the specific security mechanisms to be used to address these threats.
Recommendations for specific security mechanisms will often be taken from existing works including:

Tt MQTT PrBCKHAE AN EAT N I FRTE, 78 SCBUMMR B AR € 22 4t DA R 2o gl . % FH 22 L
ORI T B TAE A4S

[NISTCSF] NIST Cyber Security Framework

[NIST7628] NISTIR 7628 Guidelines for Smart Grid Cyber Security

[FIPS1402] Security Requirements for Cryptographic Modules (FIPS PUB 140-2)

[PCIDSS] PCI-DSS Payment Card Industry Data Security Standard

[NSAB] NSA Suite B Cryptography
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6 Using WebSocket as a network transport H

WEBSOCKET fE N M #4545

If MQTT is transported over a WebSocket [RFC6455] connection, the following conditions apply:
7 MQTT i@t WEBSocket #5464, T LU RS

MQTT Control Packets MUST be sent in WebSocket binary data frames. If any other type of
data frame is received the recipient MUST close the Network Connection [MQTT-6.0.0-1].

MQTT =il 24 2i7E WEBSOCKET —iE il B0 PaAE A ik o 75 TR FAD R A AE s, sz
AR R A IR 4% T

A single WebSocket data frame can contain multiple or partial MQTT Control Packets. The
receiver MUST NOT assume that MQTT Control Packets are aligned on WebSocket frame
boundaries [MQTT-6.0.0-2].~

Hi— WEBSOKET $EAE 7T 4% 2 a4 MQTT #iil . B2 5 A ReET MQTT =il
WEBSOCKET HE 414 F4 5} 5%

The client MUST include “mqtt” in the list of WebSocket Sub Protocols it offers [MQTT-6.0.0-3].
23 (1) Websocket T 4 B i b AL HE MQTT

The WebSocket Sub Protocol name selected and returned by the server MUST be “mqtt”
[MQTT-6.0.0-4].

JIk 5545 ] WEBSOCKET Wl 44 FRi AR IE L 408 MQTT
The WebSocket URI used to connect the client and server has no impact on the MQTT protocol.
B B IR 55 % R 24 3 ) WEBSOCKET URI X MQTT W TE 5

6.1 IANA Considerations

This specification requests IANA to register the WebSocket MQTT sub-protocol under the “WebSocket
Subprotocol Name” registry with the following data:

ZIRTEE SR IANA AL R BG4 websocket 113 & FR T v Mt

Figure 6.1 - IANA WebSocket Identifier

Subprotocol Identifier mqtt
Subprotocol Common Name mqtt
Subprotocol Definition http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/mqtt-v3.1.1.html
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7 Conformance —& %

The MQTT specification defines conformance for MQTT Client implementations and MQTT Server
implementations.

MQTT #JE5E X 7 MQTT i 5 ik 55 2% (1) — Bk

An MQTT implementation MAY conform as both an MQTT Client and MQTT Server implementation. A
Server that both accepts inbound connections and establishes outbound connections to other Servers
MUST conform as both an MQTT Client and MQTT Server [MQTT-7.0.0-1].

MQTT #4205 MQTT & 7 S AR 55 & — 0. — /MR SS e AR P A FRIE RE R 37 5 FoAt R 55 2 1) Ak
PR L UL S MQTT JR S5 4% A1 28 3im () — Bk

Conformant implementations MUST NOT require the use of any extensions defined outside of this
specification in order to interoperate with any other conformant implementation [MQTT-7.0.0-2].

SIS AR ERAE I EF), AR A8 R ST R
7.1 Conformance Targets

7.1.1 MQTT Server

An MQTT Server conforms to this specification only if it satisfies all the statements below:
REFFCUL TSSO, MQTT k5% as i iz A i
1. The format of all Control Packets that the Server sends matches the format described in Chapter 2 and

Chapter 3. J 5% a8 A ik H4% il 6 f % 205 58 — 35 = sk A% sUAR AT

2. It follows the Topic matching rules described in Section 4.7 34455 4.7 R4 )0 0 AR 7 1) 3= 7

3. It satisfies all of the MUST level requirements in the following chapters that are identified except for
those that only apply to the Client: & 7 Ak fosE A T 2o, 2 UL R NERIE i S5 2R

- Chapter 1 - Introduction

- Chapter 2 - MQTT Control Packet format

- Chapter 3 - MQTT Control Packets

- Chapter 4 - Operational behavior

- Chapter 6 - (if MQTT is transported over a WebSocket connection)
- Chapter 7 - Conformance Targets

A conformant Server MUST support the use of one or more underlying transport protocols that provide an
ordered, lossless, stream of bytes from the Client to Server and Server to Client [MQTT-7.1.1-1]. However
conformance does not depend on it supporting any specific transport protocols. A Server MAY support
any of the transport protocols listed in Section 4.2, or any other transport protocol that meets the
requirements of [MQTT-7.1.1-1].

A BUER 55 AL TSR — B AN BEIS A TE BRI SEBLIR 55 4 5 A i AL IR IR B AR o SRTTT—

BUEAN B T At SRR AR AT E AL B P o 55 88 W SCRAME AT AUAE 4.2 BRI, BT IR 3 2R 1
BT
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7.1.2 MQTT Client MQTT &3

An MQTT Client conforms to this specification only if it satisfies all the statements below:
IBFILURGL , MQTT £ bt i iz AV
1. The format of all Control Packets that the Client sends matches the format described in Chapter 2 and
Chapter 3. % 532 B BT A7 42 ) A0 A s =X 5 5 58 =kl i s AT
2. It satisfies all of the MUST level requirements in the following chapters that are identified except for
those that only apply to the Server: i 7 Al i 15 00, 2 LR IE 0 b BT 20 2Rk

- Chapter 1 - Introduction

- Chapter 2 - MQTT Control Packet format

- Chapter 3 - MQTT Control Packets

- Chapter 4 - Operational behavior

- Chapter 6 - (if MQTT is transported over a WebSocket connection)

- Chapter 7 - Conformance Targets

A conformant Client MUST support the use of one or more underlying transport protocols that provide an
ordered, lossless, stream of bytes from the Client to Server and Server to Client [MQTT-7.1.2-1]. However
conformance does not depend on it supporting any specific transport protocols. A Client MAY support any
of the transport protocols listed in Section 4.2, or any other transport protocol that meets the requirements
of [MQTT-7.1.2-1].

— A Bk A AR — DB AN RS 7 T0 R (R SRR 55 45 28 i 18 I BE AR IR P . SR — 3
PEAHC A SCRF AR TR E AR P A3 AT SCRFAEATSIAE 4.2 BILIE I, B fTE B EOR 1%1%
.
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